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Chapter 1: Overview

As a solution provider, you need to develop and evolve solutions that expand your portfolio and satisfy your
customers’ needs. You require tools that make it easier to manage the day-to-day operation of your
solution, as well as provide the level of access and performance end users require. The combination of
Leostream and the Teradici Cloud Access Software or Cloud Access Platform is the ideal solution.

The Leostream Connection Broker helps you automate the lifecycle of your solution - including provisioning
and deleting desktops and applications - and provides access management for your solutions, so end users
have a seamless login to the correct resources. The Teradici Cloud Access Software and Cloud Access
Platform utilize the industry-leading PColP technology, so your applications are delivered securely via a
lossless protocol, ensuring uncompromised user experience — regardless of network conditions. And, with
the built-in Teradici Security Gateway, your solutions are available anywhere, no matter where your users
roam.

Using Leostream with the Teradici Cloud Access Platform, you can host solutions that provide secure, policy-
based access to desktops and applications from any client device, including PColP Zero Clients and PColP
Soft Clients and Mobile Clients (i0OS and Android), from any hosting platform, including VMware, Amazon
Web Service, Microsoft Azure, and Google Cloud Platform.

This document describes how to integrate Leostream with the Teradici Cloud Access Platform
High-Level Architecture

A high-level Leostream Connection Broker and Teradici Cloud Access Platform architecture is shown in
the following figure.

Leostream - Teradici Network Architecture
Leostream
Connection

PColP Connection Manager Broker

PColP Security Gateway

- |
Internet G-' PColP|l«—— ~
2 Port 443
TCP Port 443 PColP Broker A
TCP/UDP Port 4172 Protocol Port
443
PColP
Traffic
PColP Clients — Zero,
Mobile, Software TCP/UDP Port 4172 Leostream
TCP Port 60443 Agent
Traffic
External l l
Network Hosted Desktops with
PColP Agents and ‘W'
Internal > Leostream Agents
Network 8080

Arrows indicate direction in which communication is established. Responses return on same port.
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The following sections give an overview of the Leostream and Teradici components. For more
information and documentation on the Teradici Cloud Access Platform, visit
https://techsupport.teradici.com.

Cloud Infrastructure Components

The Leostream Connection Broker and Teradici Cloud Access Platform can be installed into a number of
cloud platforms, both public and private. Using Leostream with the Teradici Cloud Access Software and
Cloud Access Platform, you can build solutions that are hosted on any of the following cloud/virtualization
platforms.

Amazon Web Services

Microsoft Azure

Google Cloud Platform

OpenStack clouds, both public and hosted in your data center
VMware vSphere and ESXi

Teradici Cloud Access Platform Components

A solution that integrates Leostream and the Teradici Cloud Access Platform includes the following Teradici
components.

PColP Connection Manager and Security Gateway: The PColP Connection Manager creates a PColP
session between the PColP Client and remote desktop. The PColP Security Gateway allows WAN
users to access their remote desktops from the Internet without having to set up a VPN connection.
It is not required for LAN access. The Leostream Connection Broker communicates with the PColP
Connection Manager using the PColP Broker Protocol, to offer the correct resources to the user
based on their Leostream policy.

Teradici License Server (optional): If the PColP Agents on your desktops cannot register with the
Teradici automatic cloud licensing server, you can install your own license server to track your
session licenses.

PColP Agents: The PColP Security Gateway allows WAN users to securely access their remote
desktops from the Internet without having to set up a VPN connection. It is not required for LAN
access. Desktops with installed PColP Agents appear on the > Resources > Desktops page of the
Connection Broker.

PColP Clients: The PColP client is a device or application for the user to connect to their remote
desktop. PColP clients decode the PColP Session and present the results to the user. A number of
client vendors, such as Amulet Hotkey and Dell Wyse®, have embedded PColP processors into their
end-point, zero client hardware. In addition, users can connect to their desktop using PColP Soft
Clients and Mobile Clients (iOS and Android). PColP client devices appear in the > Resources >
Clients page of the Connection Broker.
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Using PColP Clients with Leostream

You can use any supported PColP software, mobile, or zero client to log into Leostream. The type of client
you use, and whether the client communicates with Leostream or the PColP Connection Manager,
determines what types of PColP resources can be connected. The following table describes the types of
resources users can connect to from different types of PColP client.

If the user And the client The client can connect to The client can connect to
logs into communicates with Virtual Machines Physical Machines
PColP
Software
(Mac,
Windows, PColP Connection Running the PColP Standard or N/A
ChromeOS) Manager Graphics Cloud Access Software
PColP Mobile
PColP Zero
PColP zero Leostream Running the VMware Horizon With an installed Remote
client Connection Broker View Direct Connection Plug-In | Workstation Cards
e Running the VMware
Horizon View Direct With an installed Remote
Connection Plug-In — Workstation Cards — Leostream
Leostream Connect launches | Connect launches the PColP
the VMware Horizon View Software client to establish the
Client to establish the connection
Leostream Leostream connection
Connect Connection Broker
e Running the Teradici Cloud
Access Software —
Leostream Connect launches
the PColP software client to
establish the connection

When using PColP zero clients, they must be running firmware version 5.x. Set the Server URI to either the
PColP Connection Manager or to the Leostream Connection Broker, depending on what system the client
needs to communicate with. As an example, with the Server URI set to PColP Connection Manager, you can
connect to any virtual machine that is part of your Cloud Access Platform, however you cannot connect to
workstations with installed PColP Remote Workstation Card.
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Installing the Leostream Connection Broker

The Connection Broker runs on a the latest 64-bit CentOS 7, Red Hat Enterprise Linux 7, Ubuntu 16.04, or
SUSE Linux Enterprise Server 12 SP3 operating systems.

When creating a virtual machine for the Connection Broker installation, ensure that the VM has, at least,
the following resources.

e 1vCPU

e 2.0 Gbytes of RAM

e At least 20 Gbytes of hard drive space

e One NIC, ideally with Internet connectivity

Prior to installing your Connection Broker, install the latest updates to the operating system. After the
updates are applied, if your Connection Broker instance has access to the internet, you can install the
Connection Broker by logging into the instance’s console and executing the following command.

curl http://downloads.leostream.com/broker.prod.sh | bash

If your Connection Broker instance does not have internet access, download the appropriate Connection
Broker package from the following location and copy the file into the Connection Broker instance.

https://www.leostream.com/downloads/connection-broker

See the Leostream Installation Guide for the appropriate commands to use to finish the installation on your
chosen operating system and obtain your Leostream license. For information regarding configuring an
OpenStack, Amazon Web Services, or Microsoft Azure environment for use with the Leostream Connection
Broker, please see the associated Quick Start guide for your platform.

Installing the Teradici Connection Manager and Security Gateway

The Connection Broker requires the PColP Connection Manager in order to communicate with the PColP
clients. The PColP Connection Manager is installed on a separate Linux system. Please contact Teradici
support for more information on downloading and installing the PColP Connection Manager.

For instructions on configuring the PColP Connection Manager to communicate with your Leostream
Connection Broker, see the Leostream Support Blog.
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Chapter 3: Preparing Desktops and Images

The Leostream Connection Broker can manage connections to remote desktops running Microsoft
Windows and Linux operating systems.

When using Leostream to provision new desktops in AWS, Azure, or OpenStack, ensure that the master
images include an installed and configured Leostream Agent and PColP Agent, as described in the following
sections. You can also use Leostream to provision new desktops in VMware vSphere and ESXi environments.
Again, ensure that appropriate agents are installed on the template used for provisioning.

Installing Leostream Agents

See the Leostream Installation Guide for instructions on installing the Leostream Agent. During the
installation, do not select the Enable single sign-on for PColP and VNC task. This task is used only when
establishing PColP connections to a workstation with a PColP Remote Workstation Card. For more
information on the Leostream Agent, see the Leostream Agent Administrator’s Guide.

The Leostream Agent can locate the Connection Broker through the connection broker DNS SRV
record. For large installations, Leostream recommends using this DNS SRV record. If you do not have, or do
not want to use, a DNS SRV record for the Connection Broker, enter the Connection Broker IP address when
you install the agent.

Installing the Cloud Access Software

The Connection Broker can connect users to Windows and Linux desktops that run either the Standard or
Graphics Cloud Access Software. Contact Teradici for more information on obtaining and licensing the Cloud
Access Software.


https://www.leostream.com/resource/installation-guide/
https://www.leostream.com/resource/leostream-agent-administrators-guide/

Quick Start

Chapter 4: Configuring the Connection Broker

Step 1: Adding Authentication Servers

The Connection Broker can authenticate users in standard LDAP systems, such as Active Directory, or
OpenLDAP™, and with NIS authentication servers. In this example, we add an Active Directory
authentication server, as follows. If you do not plan to use an authentication server, you can also define
users locally in the Connection Broker. See “Locally Authenticated Users” in the Connection Broker
Administrator’s Guide for more information.

Note: Any options not covered in the following procedure remain at their default values.
1. Navigate to the > Setup > Authentication Servers menu.

2. Click the Add Authentication Server link, shown in the following figure.

LEOSTREAM(®

Signed in as Administrator Add Authentication Server \

Dashboards
Authentication
Actions Server Name Domain Name LDAP Type
[AI\ v] [AII v] [AII v]
Edit | Test | Load users Leostream leostream.net Active Directory

Edit | Test | Load users NIS cstestnet MNIS
Centers
? rows

3. The Add Authentication Server form opens. In the Authentication Server name edit field, enter a
name for this server in the Connection Broker.

4. In the Domain edit field, enter the domain name associated with this Active Directory server.

5. In the Connection Settings section, shown in the following figure, use the following procedure to
integrate with your Active Directory authentication server.
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6.

8.

Connection Settings

Type

[ Active Directory v ]
Specify address using

[ Hostnames or IP addresses v ]
Hostname or IP address Port

[ LEO-AD leostream.net ] [ 389 ]

if using multiple addresses, separate each entry with spaces

Algorithm for selecting from multiple addresses

[ Random v]

The sequential algerithm uses the first working address in the list

["] Enerypt connection to the authentication server using SSL (LDAPS)

a. Select Active Directory from the Type drop-down list.
b. From the Specify address using drop-down menu, select Hostname or IP address.

c. Enter the authentication server hostname or IP address in the Hostname or IP address edit
field.

d. Enter the port number in the Port edit field.

e. Check on the Encrypt connection to authentication server using SSL (LDAPS) checkbox if you
need a secure connection to the authentication server. The port number automatically
changes to 636. Re-edit the Port edit field if you are not using port 636 for secure connections.

In the Search Settings section, shown in the following figure, enter the username and password for
an account that has read access to the user records. Leostream does not need full administrator
rights to your Active Directory authentication server.

Search Settings
Enter the credentials for a user who has the permissions to search for other users. If you do not enter
credentials an anonymous bind will be used.

Login

[ Administrator@leostream.net }

Enter = fully qualified login name, & g. Administrator@ YOLIR_DOMAIN com or CN=Administrator GN=Lisers DC=YOUR_DOMAIN DC=cam

Password

[ }

In the User Login Search section, ensure that the Match Login name against this field edit field is
set to sAMAccountName. This is the attribute that the Connection Broker uses to locate the user in
the authentication server, based on the information the user enters when logging into Leostream.

Click Save.

For more detailed instructions, see the chapter “Authenticating Users” in the Connection Broker
Administrator’s Guide.

10


https://www.leostream.com/resource/connection-broker-administrators-guide/
https://www.leostream.com/resource/connection-broker-administrators-guide/

Quick Start

Step 2: Adding Desktops

To manage desktops, create centers that connect your Leostream Connect Broker to one or more hosting
platforms.

rnnm

- ? Leostream defines centers as the external systems that inform the Connection Broker about
desktops and other resources that are available for assignment to end users. For a complete set of
instructions for all center types, see “Chapter 6: Connecting to your Hosting Platforms” in the
Connection Broker Administrator’s Guide. The remainder of this step focuses on OpenStack clouds,
and Microsoft Azure and Amazon Web Services environments.

« If you do not see a way to create a center for your hosting platform, please contact sales@leostream.com to
update your Leostream license key.

Connecting Leostream to an OpenStack Cloud

Leostream uses the OpenStack APls to inventory the instances and images in your OpenStack cloud. Ensure
that you have a user account that has the appropriate permissions for the OpenStack projects you plan to
manage in your Connection Broker.
To create an OpenStack center:

1. Go to the > Setup > Centers page.

2. Click the Add Center link.

3. Inthe Add Center form, select OpenStack from the Type drop-down menu.

4. Enter a name for the center in the Name edit field.

5. Inthe Auth URL edit field, enter the public URL to the OpenStack Keystone identity service
endpoint, for example:

http://external openstack 1ip:5000/v3.0

Where external openstack ipisan IP address to your identity service that is reachable by
your Connection Broker.

‘mnm

7 Leostream supports only version 3 of the Keystone API.

11
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6. Enter the OpenStack domain that contains your project and user in the Domain edit field.

N

Specify the project you want to manage in the Project edit field.

8. In the Username edit field, enter the name of a user with the necessary permissions for this
project.

9. Enter this user’s password into the Password edit field.

10. Click Save to create the center.
The instances in the center’s OpenStack project appear in the > Resources > Desktops page. The
Connection Broker inventories all images and displays them on the > Resources > Images page. See the

“Working with Desktops” section of the Connection Broker Administrator’s Guide for information on
viewing, editing, and controlling desktops from within the Connection Broker.

Connecting Leostream to Amazon Web Services

The Connection Broker can inventory instances and images in your AWS account, and manage provisioning
and terminating instances based on the pool, policy, and plan settings in your Connection Broker. To
manage desktops hosted in AWS, you must install the Leostream Agent on your AWS instance and ensure
that the Connection Broker has network access to the instances.
To create an AWS center:

1. Go to the > Setup > Centers page.

2. Click the Add Center link.

3. Inthe Add Center form, select Amazon Web Services from the Type drop-down menu.

4. Enter a name for the multi-user center in the Name edit field.

5. Select the AWS region you want to manage from the Region drop-down menu. Create separate
centers for each region you want to manage in the Connection Broker.

6. Enter your AWS access key into the Access Key ID edit field. You can create an IAM user to use with
Leostream. Ensure that user has sufficient privileges to access EC2.

7. Enter the secret key associated with your access key into the Secret Access Key field.

8. Select a time from the Inventory refresh interval drop-down menu. This setting tells the
Connection Broker how often to refresh the desktops imported from this center. The refresh
interval is the length of time between when one refresh action completes and the next refresh

action begins.

9. Click Save to create the center.

12
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The instances in the center’s AWS region appear in the > Resources > Desktops page. The AMIs available for
provisioning appear on the > Resources > Images page. See the “Working with Desktops” section of the
Connection Broker Administrator’s Guide for information on viewing, editing, and controlling desktops from

within the Connection Broker.

Connecting Leostream to Microsoft Azure

In order to manage Azure instances, you need to create an Azure center in your Leostream Connection Broker. To
create the Azure center, you must first acquire the necessary IDs for your Azure Subscription. See the Leostream
Quick Start Guide for Azure Clouds for information on how to obtain the necessary IDs.

After you have your IDs, to create the Azure center:

1.

9.

Go to the > Setup > Centers page.

Click the Add Center link.

In the Add Center form, select Microsoft Azure from the Type drop-down menu.
Enter a name for the multi-user center in the Name edit field.

Select the Azure region you want to manage from the Region drop-down menu. Create separate
centers for each region you want to manage in the Connection Broker.

Enter your Azure subscription ID into the Subscription ID edit field.
Enter your tenant ID into the Tenant ID edit field.
Enter your client ID into the Client ID edit field.

Enter the secret key associated with your Leostream application into the Secret Access Key field.

10. Select a time from the Inventory refresh interval drop-down menu. This setting tells the

Connection Broker how often to refresh the desktops imported from this center. The refresh
interval is the length of time between when one refresh action completes and the next refresh
action begins.

11. Click Save to create the center.

The instances in the center’s Azure region appear on the > Resources > Desktops page. The images available
for provisioning appear on the > Resources > Images page. See the “Working with Desktops” section of the
Connection Broker Administrator’s Guide for information on viewing, editing, and controlling desktops from

within the Connection Broker.

13
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Step 3: Defining Pools and Provisioning Instances

After you create your centers and the Connection Broker inventories all desktops, you can combine the
desktops into logical groups, or pools. Use pools to create sets of desktops that have similar attribute or are
used by a particular group of users.

« The Leostream Connection Broker defines a pool as any group of desktops. Pools also control
provisioning in Leostream.

How you configure your pools depends on the services you plan to provide to end users and customers. You
may pool desktops by customer, or by installed application. Leostream provides a variety of way to
configure you pools. For a complete description of pools, see the “Creating Desktop Pools” chapter in the
Connection Broker Administrator’s Guide.

Pooling by Center

If you want to group or provision desktops in a particular center, create your pool, as follows:
1. Go to the > Configuration > Pools page.

2. Click Create Pool, as shown in the following figure.

LEOSTREAM(®

Signed in as Adminisirator Create Pool Refresh View as List

Dashboards
Actions Name Total In Use Available
Setup
Edit All Desktops 127 Yes 126
Edit All Linux Desktops 66 No 66
Edit Karen's Linux VMs 19 Yes 19
Edit All Windows Desktops 46 No 45

3. Enter a unique name for this pool in the Name edit field.
4. Select Centers from the Define pool using drop-down menu.

For information on creating pools using desktop attributes or any other method, see the “Creating
Desktop Pools” chapter in the Connection Broker Administrator’s Guide.

14
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5. Inthe Center Selection section, select the appropriate center from the Available centers list, for
example:

Create Pool ]

Name

[ Azure East ]

Display name

Pool Definition

Subset of pool
[ All Desktops ~ ]

Define pool using

[ Centers ~ ]

Available centers Selected centers

AWS East Azure East

Azure East

Enrolled Desktops

QOpenStack

RDS
vCenter

Distribute new desktop assignments

[ Evenly across all hosts ~

[] Assaciate all user notifications with assigned user

6. Click the Add item link to the right of the Available centers list.

7. Click Save.

The pool created in this example contains all of the instances already in the subscription associated with
the selected Azure center. To instruct the Connection Broker to launch new instances, configure the

Provisioning Limits and Provisioning Parameters sections in the Edit Pool page, as described in the next
section.

Provisioning New Desktops

Provisioning allows you to generate new OpenStack, AWS, Azure, or VMware instances when the number of

desktop in a pool reaches a specified lower threshold. Before provisioning instances, ensure that you do the
following:

1. Create master images. In OpenStack, the images are displayed on the images page associated with
the project. In AWS, the images are the AMls in your account. For VMware, use the templates or
snapshots in vCenter. In Azure, the images can be created in the Azure Resource Manager or using
the API. Ensure that your master images contain an installed Leostream Agent and PColP Agent.

15
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2. For OpenStack, Azure, and AWS deployments, configure the network where newly provisioned
desktops will exist. Ensure that the network ID for this network is included in the Network UUID
field of your OpenStack center. When provisioning desktops into Azure and AWS, Leostream uses
the network you select in the Provisioning Parameters.

The Provisioning section of the Edit Pool page allows you to configure when and how the Connection
Broker creates new EC2 instances in your AWS account. By default, the Provisioning enabled checkbox is
selected, as shown in the following figure, and provisioning is on for all your pools.

Provisioning
[T Provisioning enabled
Provisioning Limits

Start provisioning when unassigned desktops in pool drops below
L J

Stop provisioning when total desktops in pool reaches
Lo )

The Connection Broker determines when to create new instances by comparing the thresholds specified in
the Provisioning Limits section to the current contents of the pool. If you edit an existing pool, the
Connection Broker displays the current contents of the pool size to the right of the Edit Pool form, for
example:

Pool size information (updated less than a minute ago) *
Total: 46

Available: 44

Unavailable: 1

Assigned: 1
Running: 17
Stopped: 29

Suspended: 0
Agent running: 7

The number entered into the Start provisioning when unassigned desktops in pool drops below field
specifies a lower bound on the number of unassigned desktops in the pool, where the number of
unassigned desktops is the total number of desktops minus the number of assigned desktops.

For example, the previous figure shows one assigned desktop and 46 total desktops. Therefore, there are
45 unassigned desktops. An unassigned desktop can have a desktop status of either available or
unavailable.

The Connection Broker checks the provisioning limits, and creates new instances, at the following times

e When the pool is saved
e When a user is assigned to a desktop in this pool
e Whenanypool statsorpool history statsjobruns

The Connection Broker continues to provision new desktops whenever the lower threshold is crossed, until

the upper threshold specified in the Stop provisioning when total desktops in pool reaches field is
reached, indicated by the Total value in the pool size information.
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After defining provisioning limits, use the Provisioning Parameters section to configure provisioning. See
“Chapter 9: Provisioning New Desktops” in the Connection Broker Administrator’s Guide for complete
instructions on provisioning into the various platforms.

Step 4: Defining Plans

After you separate your desktops into pools, define plans that determine how the Connection Broker manages
the user’s session.

‘wm

-7 The Leostream Connection Broker defines a plan as a set of behaviors that can be applied to
any number of pools. This step describes three types of plans: 1) Power Control, 2) Release, and
3) Protocol.

Protocol Plans

The Connection Broker always establishes a PColP connection when a user logs in at a PColP client device.
When using the PColP protocol, the protocol plan is used only to configure the port to check when
powering on the desktop or using backup pools or failover desktops. By default, the Connection Broker
checks port 8080. If you want to change the default port:

1. Go to the > Configuration > Protocol Plans page.

2. Click the Create Protocol Plan at the top of the page. The Create Protocol Plan form opens.

3. Scroll down to the Teradici PColP Client Configuration section, shown in the following figure.

(%) Teradici PColP Client Configuration

Alternate port for remote viewer port check
| 4172 |

If poiicies uze the remofe viewer port check lo invoke backup pools, enter the port to check for PColF connections

4. Enter the new port in the Alternate port for remote viewer port check edit field.
5. Click Save to save the form.
Power Control Plans

Power control plans define what power control action is taken on a desktop when the user disconnects or
logs out of the desktop or when the desktop is released to its pool. Available power control plans are
shown on the > Configuration > Power Control Plans page, shown in the following figure.
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LEOSTREAM®

Siged) i £ AETE T Create Power Control Plan

Dashboards
Actions Name & In Use Disconnect Action Logout Action
Setup All ~
Edit Default Yes Do not change power state Do not change power state
Edit Reboot on Logout No Do not change power state Shutdown and Start Immediately
Pools 2Zrows

Protocol Plans

New Connection Broker installations contain one default power control plan, called Default. You can create
as many additional power control plans as needed for your deployment. To build a new power control plan:

1. Click Create Power Control Plan on the > Configuration > Power Control Plans page. The Create
Power Control Plan form, shown in the following figure, opens.

Create Power Control Plan ] Lo ,
Enter a descriptive name. You'll refer to

Plan name <= this name when assigning the plan to a

[ ] pool.

When User Disconnects from Desktop

Wit 0 minutes v | then [ Do not change power state ] Select the amount of time to wait before
changing the desktop’s power state. A
wait time of zero tells the Connection
Broker to immediately execute the
selected power control action.

When User Logs Out of Desktop

Wait 0 minutes Do not change power state

I

When Desktop is Released

Wait 0 minutes ~o | then [ Do not change power state \/]

Wnen Deskiop Is Idie Select the power control action to take
et ] e[ Do ot change pover stte < ~ after the wait time elapses. For the

- Connection Broker to take actions based
Notes on disconnect or idle-time events, you
must install the Leostream Agent on that
desktop.

2. Enter a unique name for the plan in the Plan name edit field.
3. For each of the three remaining sections:
a. From the Wait drop-down menu, select a time period to wait before applying the power

control action.
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b. From the then drop-down menu, select the power control action to apply. Selecting Do not
change power state renders the setting in the Wait drop-down menu irrelevant, as no
action is ever taken.

4. Enter any optional Notes.

5. Click Save or Cancel to return to the > Configuration > Power Control Plans page without creating
the plan.

@ The desktop must have an installed and running Leostream Agent to allow the Connection
Broker to distinguish between user logout and disconnect and to perform actions based on idle time.

Release Plans

Release plans define how long a desktop remains assigned to a user and when it is released to its pool, as
well as if a user should be forcefully logged out of their desktop. Available release plans are shown on the >
Configuration > Release Plans page, shown in the following figure.

LEOSTREAM®

Signed in as Administrator Create Release Plan

Dashboards

Actions Name & In Use Unverified User State Release on Disconnect
Setup All A

Edit Default Yes Logout No
Configuration

Edit Disconnect on Idle MNo Logout No

2 rows

Pools

Protocol Plans

Power Control Plans

Release Plans

New Connection Broker installations contain one default release plan, called Default. You can create as
many additional release plans as needed for your deployment. To build a new release plan:

1. Click Create Release Plan on the > Configuration > Release Plans page. The Create Release Plan
form, shown in the following figure, opens.
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Create Rel PI — Enter a descriptive name. Refer to this
T2 L L = name when assigning this plan to pools.
Plan name“' To model a persistent desktop, ensure

[| X that the desktop is not released when the

user disconnects or logs out.
When User Disconnects from Deskto
p / If a Leostream Agent is not installed on

Release to pool: [ No A/ v] the remote desktop, the Connection
Broker cannot distinguish when the user
Forced logout [ No v] disconnects or logs out of their desktop. If
/ the user logs in using Leostream Connect,
URL to call the client sends a Connection Close event,
/ ] and you can determine if the Disconnect
or Log out portion of the release plan
When User Logs Out of Desktop / should be executed.
REesEa: [ Immediately / v] You can perform actions on the desktop

URL 1 call / after the user’s session is idle for the
selected elapsed time. In addition, you
/ J/ can monitor the desktop’s CPU levels to
/ ensure that any processes the user is
When Connection is Closed / running come to completion before you

Execute actions for [ When USW v] forcefully log them out.

W blsn executes when no Leostream Agenf is insfalled or communicating on the remafe desktop

You can release a desktop back to its pool
after a specified elapsed time since the
desktop was initially assigned to the user.

)]/ After the desktop is released, if the user

When Desktop is Idle

Lock desktop:

. ) remains logged in, the Connection Broker
Disconnect / v] iders them to be rogue
consi .
=~
Logout: / v] To avoid rogue users, forcefully log out
the user when the desktop is released to
When Desktop Is First Assigned its pool.
Release to pool: [ No k / v] . i .
Select this option to have the Connection
=~
. . Broker completely delete the VM from
Release if user does not log in: [ No V] . .
disk as soon as the desktop is released to

“When Desktop is Relessed” actions will nof be invoked

its pool. The Connection Broker deletes
the VM only if the “Edit Desktop” page for
that VM selects the “Allow this desktop to
be deleted from disk” option.

When Desktop is Released
[] Log user out of the desktop

[ ] Delete virtual machine from disk

2. Enter a unique name for the plan in the Plan name edit field.

3. Inthe When User Logs Out from Desktop section, select No from the Release to pool drop-down
menu to create a release plan for persistent desktops. Otherwise, use the Release to pool drop-
down menu to indicate how long the user is assigned to the desktop.

4. Inthe When Desktop is Released section, select the Delete virtual machine from disk option to
have the Connection Broker terminate the virtual workspace when the desktop is released back to

its pool.

The desktop must be marked as deletable on the Edit Desktop page or the Connection Broker will
not perform the terminate action.
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5. Click Save.

A The When Connection is Closed section does not apply as PColP clients do not inform the
Connection Broker when a connection is dropped.

Step 5: Defining User Policies

After you define pools and plans, build policies that assign the plans to desktops.

'« The Leostream Connection Broker defines a policy as a set of rules that determine how
desktops are offered, connected, and managed for a user, including what specific desktops are
offered, which Power Control and Release plans are applied to those desktops, what USB devices
the user can access in their remote desktop, and more.

The Connection Broker provides a Default policy that applies if no other policy exists or is applicable. The
Default policy assigns one desktop from the All Desktops pool. You can create additional policies, as follows:

You can create additional policies, as follows:
1. Go to the > Configuration > Policies page.

2. Click Create Policy, as shown in the following figure.

LEOSTREAM(®

s

Signed in as Administrator Create Policy ‘__

Dashboards
Actions Name & Desktop Pools (Offer Count)
SET All v
Configuration Edit | Duplicate Default All Desktops (1)
Edit | Duplicate Multiple Resources RemoteApp Server (1), Karen's Linux VMs (1), Karen's Windows VMs (1)
SO0 Edit | Duplicate RemoteApp RemoteApp Server (1)
3 rows

Protocol Plans

Power Control Plans

Release Plans
Printer Plans

Palicies
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3. Inthe Create Policy form, enter a name for the policy in the Policy name edit field. For a discussion
of the remaining general policy properties, see the Connection Broker Administrator’s Guide.

4. In the Desktop Assignment from Pools section, select the pool to offer desktops from in the Pool
drop-down menu.

‘J One policy can assign desktops from multiple pools. Use the [Add Pools] menu at the
bottom of the Desktop Assignment from Pools section to add additional pools to the
Create Policy form.

5. Select the number of desktops to offer from this pool from the Number of desktops to offer drop-
down menu.

6. For each pool, use the controls shown in the following figure to configure the policy options.

See the “Configuring User Experience by Policy” chapter of the Connection Broker Administrator’s
Guide for information on using the controls shown in the following figure.

@ Desktop Assignments from Pools

When User Logs inte Connection Broker

Mumber of deskiops to offer: [ 1 v]
Pool: [ Select . v ]
Backup pool: [ Select . v]
Offer desktops from this pool: [ To all users of this policy v]
Select deskiops to offer based on: [ User (“follow-me" mode) \/]
Display desktop to user as [ Deskiop name V]
Allow users to restart offered deskiops: [ Mo v]
Offer running deskiops: [ Yes, only if Leostream Agent is running v]
Offer stopped and suspended deskiops: [ No v]
Offer desktops with pending reboot job: [ Yes v]
Desktop selection preference: [ Favor deskiops previously assigned to this user v]

When User is Assigned to Desktop
[] Revert the desktop to its most-recent snapshot

|:| Confirm desktop's current power state

[T Power on stopped or suspended desktops

[] Log out any regue users (also applies when reconnecting to assigned desktop)

|:| Enable single sign-on to desktop console (DCV, VNC, PColP, and HTML5, only)

[] Prevent user from manually releasing desktop

[] Adijust time zone to match client (Leostream Connect and HP SAM, only)

|:| Enable collaboration and session shadowing (MoMachine NX, HP RGS and Mechdyne TGX, only)

|:| View only shadowing, not interactive (NoMachine NX, only)
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7. Inthe Plans section, select the protocol, power control, and release plans to use for desktops that
are offered from this pool. For this getting started guide, use the Default plans.

8. Click Save.

@ You do not need to select the Enable single-sign-on to desktop console option when
using the Teradici Cloud Access Software or Cloud Access Platform. Users always
experience single sign-on to their virtual workspace.

For a complete description of setting up policies, see “Configuring User Experience by Policy” in the

Connection Broker Administrator’s Guide.

Step 6: Assigning User Roles and Policies

When a user logs in to the Connection Broker, the Connection Broker searches the authentication servers
on the > Setup > Authentication Servers page for a user that matches the credentials provided by the user.

The Connection Broker then looks on the > Configuration > Assignments page, shown in the following
figure, for the assignment rules associated with the user’s authentication server. For example, if the
Connection Broker authenticated the user in the LEOSTREAM domain defined on the > Setup >
Authentication Servers page, the Connection Broker would look in the LEOSTREAM assignment rules in the

following figure.

LEOSTREAM(®

Signed in as Administrator

Dashboards
Authentication

Actions Server Name

Domain Name

EE 3 Al v

{AII V]

Configuration Edit DEV

Edit LEOSTREAM
Pools

2 rows
Protocol Plans

Power Control Plans

Release Plans

Printer Plans

Policies

Locations

Roles

Assignments

dev.leostream.net

leostream.net

Active Default Role Default Policy Position
[ Al v ]

Yes User Default 2

Yes User Default 1

To assign policies to users in a particular authentication server, click the Edit link associated with that
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authentication server on the > Configuration > Assignments tab, shown in the previous figure. The Edit
Assignment form for this authentication server appears, shown in the following figure.

Edit Assignments for Authentication Server "LEOSTREAM"

Domain name
leostream.net

Assigning User Role and Policy
In this section you can set up rules to assign Users o Roles and Policies based on their group membership. Optionally use the Order column to re-order the rows.

Order Group Client Location User Role User Policy

[ 1 ] [[any group] \/] + [ Lecstream Connect \/] — [ User v] & [ Multiple Resources v]

[2 ] [[any group] v] + [AI\ v] = [ User ] [ RemoteApp v]

[3 ][ ] + [An v] = [uSer v]& [Defaun v]

[4 ][ ] + [An v] = [UEE[ v]& [Defaun v]

[5 ] [ ] + [AI\ v] — [User v] & [Default v]

[ [Add rows] v]

Default Role

[ User v]
Users will e assignad fo this role i they do nof mafch an assignment rule

Default Policy

[ Default v]

Users wil be assigned fo fhis palicy i they don't mafch an assignment rule

2 Query for Active Directory Group information
Vou musst s2ve this fom for this seting o fake sfiect

By default, the Connection Broker matches the selection in the Group drop-down menu to the user’s
memberOf attribute in Active Directory.

| If you modified your groups in Active Directory after you last signed into your Connection
Broker, you must sign out and sign back in to have your Connection Broker reflect the
authentication server changes.

To assign policies based on the user’s memberOf attribute:
1. Select the group from the Group drop-down menu.

2. If you are using locations, select a location from the Client Location drop-down menu.

« In Leostream, roles are permissions that control the actions an end user can take on
their desktop and the level of access the user has to the Connection Broker Administrator
Web interface. A location is a group of clients defined by attributes such as manufacturer,
device type, OS version, IP address, etc. For more information on building roles and
locations, see Chapters 10 and 13 in the Connection Broker Administrator’s Guide.
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3. Assign a role to this group and client location pair by selecting an item from the User Role drop-
down menu.

4. Assign a policy to this group and client location pair by selecting an item from the User Policy drop-
down menu.

If you need to assign roles and policies based on a different user attributes, see “Assigning Roles and
Policies Based on any Attribute” in Chapter 14 of the Connection Broker Administrator’s Guide.

Step 7: Testing User Login

To test your Connection Broker, ensure that users are being assigned to the correct policy, and offered the
correct desktops. You can test user logins before the user has ever logged into, and been loaded into,
Leostream.

1. Navigate to the > Resources > Users page. As users log into your Leostream environment, their user
information is added to this page. You do not need to load users before they can log in.

2. Click the Test Login link at the top of the page, shown in the following figure.

LEOSTREAM(®

Signed in as Administrator Create User  Test Login \

Dashboards

Actions Name & Login Name

Setup [ Al v] [ Al v]
O

Configuration

Edit | Sign out | Test login Administrator admin

Resources

Desktops

Images

Users

3. Inthe Test Login form that opens, enter the name of the user to test in the User Name edit field.
4. If you are allowing the user to specify their domain, select a domain from the Domain drop-down.

5. Click Run Test. The Connection Broker searches the authentication server for your user, and then
presents a report, for example:
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Test Results.

User name: |sberie (Laura Aberle)
Authentication server: Test authentication server
RADIUS authentication server: disabled

Domain: Leostream
Chiant: Chrome/40.0 (Web Browser) st 172.20.220.35
(This client is in this location: All)

Looking up usar abare (Laura Absri]” # Please complete a login test before
in authentication server "Test authentication server” «— found user (show Active Direcs tes)
This user's "memberCf' attribute:

Ché=Domain Users Chi=Usars DC=zosirssm DC=nst contacting Leostream support.

Trying to match with Authentication Server Assignment rule: (edit
1: "memberOf exsctly matches [any group]. locstion "All' — matched

User will have Role "Administrator” and Policy "Example Policy™.
User's role provides access to Web Client, only.

Policy: Example Policy (edit

Hard-Assigned Desktops

Protocol plan for herd-assigned deskiops: Default (show details)

Mo hard-assigned desktops found.

Pool "vSphere Windows Pool" (=dif)

Inciuing ol for sl s, The test login results show the role and policy
Protocal plan for deskiops in this pool: Microsoft RDP (shaw detils i

vty Setmgn of e oo assigned to the user, and what desktops the

- backup pool: All Deskiops

- follow-me mode
- do not allow users to restart offered deskiops
- offer powered-on desktops without & running Leastream Agent
- if ot running, power on the deskiop
- do not favor previously-assigned deskiops
- may offer deskiops with pending reboat job
- do not confirm desktop power state
- power on stopped desktops
- do not log out rogue users
- do not attempt single sign-on into desktop console session
- allow manusl release
- Power control plan: Test 1
- when user disconnects. do not change power state
- when user logs out, immediately shutdown and Start
- when deskiop is released, do not change power state
- when deskiop is idle. do not change power state
- Release plan: Default
- handle unverified user state as logout
- do not release on disconnect
- do not log user out on disconnect
- when user logs out. relesse immediately
- do not lock deskiop if idle
- do not disconnect user if deskiop is idle
- do not log user out if deskiop is idle
- do not release after initial assignment
- do not relesse i user does net log in
(70 total, 70 in service, 70 policy fillered, 70 pool filtered, 70 avsilable, 12 running, 18 with an IF address)
kdg-win10 — connecting via RDP (show) — available, running. Leostream Agent v8.2.1.0, will offer as: "kdg-win1
Leostream Agent check failed.
Actusl login will fry backup pool "All Desktops"

t user will be offered

Assignments from XenApp Services Site
Mot configured for this policy.

Offering one deskiop and zero applications with this policy.

Step 8: Connecting from a PColP Client

When using a PColP zero client with Leostream and the Teradici Cloud Access Platform, ensure that you
configure the client as follows.

1. Setthe Connection Type to PColP Connection Manager

2. Inthe Server URI field, enter the https address of the PColP Connection Manager. Do not enter
the Leostream Connection Broker address.

To connect to Leostream using a PColP soft or mobile client, enter the address of the PColP Connection
Manager into the client. Do not enter the Leostream Connection Broker address.
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