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https://www.teradici.com/products/desktop-performance-solutions/remote-workstation-card
http://www.leostream.com/hubfs/documentation/Getting_Started_with_Leostream_Concepts.pdf
http://www.teradici.com/pcoip-technology
http://www.leostream.com/hubfs/documentation/quick_start_Teradici_Cloud_Access_Platform.pdf
http://www.leostream.com/hubfs/documentation/quick_start_Teradici_Cloud_Access_Platform.pdf
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Connection Broker Security Options

[] Block all traffic on port 80

[] Redirect http traffic to https (default if SSL certificate installed)
] Accept connections using TLS version 1.0

[T] Accept connections using TLS version 1.1

[Yes] Accept connections using TLS version 1.2

Web server "S5LCipherSuite” directive (info &)

ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-SHAZ256:ECDHE-ECDSA-AES256-GCM-
SHA284: ECDHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHAZ256:DHE-RSA-AES256-GCM-
SHA384 ECDHE-ECDSA-AES128-5HAZ256:ECOHE-RSA-AES 128-5HAZ256:ECDHE-ECDSA-AES128-SHA'ECDHE-
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http://www.leostream.com/hubfs/documentation/Getting_Started_with_Leostream_Concepts.pdf
https://www.leostream.com/hs-fs/hub/453598/file-2100532584-pdf/documentation/installation_guide.pdf
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Upload PColP Host Devices [~}

File
Choose File | No file chosen
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LEOSTREAM(®)

Signed in as Administrator Add PColP Host Device

Dashboards
Actions Name

Setup All ~

Edit | Delete pcoip-host-0017id4a02c&

Configuration
Edit | Delete SnapperHC-003004101a00

2 rows

Desktops
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LEOSTREAM(®

SR LU I Add Authentication Server ‘-\

Dashboards v

Authentication

Actions Server Name Domain Name LDAP Type
[AI\ v] [AII v] [AII v]
Edit | Test | Load users Leostream leostream.net Active Directory

_ Edit | Test | Load users NIS cstestnet NIS

Centers -

3. ¢KISRR ! dzi KSy (i F@INIVA 2WISHIERWS Wil A OF G A SKA § SNWSNRY I §
VIEYS TRNNMXRKES / 2yySOGA2y . NP1 SN

4. Ly BIXKYSISARA G FASE RI Sy idSNI (KS KR2AY HADM AYASYS AFNSZOAI @/
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5. Ly /GKySy SOG A 2ay5 QUSAiiyAsy K 2 6y Ay GKS F2ff24Ry3 TA:
AYGSaANI G800 A DR BRMNBEDYENBF A2y & SNIISNID

Connection Settings

Type

[Active Directory v]

Specify address using

[ Hostnames or IP addresses N ]

Hostname or IP address Port

[ LEQ-AD leostream.net ] [ 389 ]

Algorithm for selecting from multiple addresses

[ Random Vv ]
i ial algorithm uses the first working add the st

["] Enerypt connection to the authentication server using SSL (LDAPS)

a. { StIS@UA PGS BNRBOLHBRBMRRIGY f Aal

(0]
b. CNRY{ lBOATE I RRERD®Y #BENVFIRIYIYS 280 Lt F RRNB:

d 9YGSNI (KS LIXND BRI HzZr 6 BNS &

®
e. IKSOIGKSYONELII O2yySOilAazy (2 | dZikKOKSEODOAE2YKTA
YSSR I aS0daNB 02yySOGAzy G2 (GKS |dzikKSydAOl G
OKIFIy3aSa BRAG2RBRIGS FASIR AF @2dz FNB y20G daAaAy
i Kd3a SFNf I WA B/ AR NR 312
NB | Y RRdat yr2RiY ryySASaRi N
OG2NEB | dzi KSYGAOF A2y

6. Ly {iSISNDK HSqilimayyasa ak2gsy Ay
Ly O002dzyi I DIOGE B NI (SBNTRaA u
NAIKGE (2 &2dNJ ! OGADBS 5ANB

Search Settings
Enter the credentials for a user who has the permissions to search for other users. If you do not enter
credentials an anonymous bind will be used.

Login
[ Administrator@leostream.net }
Password

7. Ly JKSND [ 2 RSO (ASH NDKKeSE dBE [XHAY yI YSRAGHFHEUR
aSia a2 002 day (ORMKS 4 & 0 NK 0 dzi § 0 K I dza SISO 1GF JOFCHING 2
§KS FdziKSyadAOlFGA2y aSNBSNE olaSR 2y GKS AyT2N)

8./ ftX0®S
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S@U&M&B@NZM@&JREE@Q)Y YKYSdzF 2 N dzLJRF G6Sax & ar
f26Ay3 FAIAdINB O

3. { §¢
F2f

13


https://www.leostream.com/hs-fs/hub/453598/file-2101319952-pdf/documentation/leostream_users_manual.pdf
https://www.leostream.com/hs-fs/hub/453598/file-2101319952-pdf/documentation/leostream_users_manual.pdf

/

KFLIGSNI HY [/ 2y FAIdzZNAY I (GKS /2yySOUAz2y . NP

Add Center (-]

T!‘De
‘. Active Directory v |

Name

Authentication Server

‘Dev v|

Sub-tree
The sub-tree that wil e Searched o find the computers
£g., DC=0A_MACHINES, DC=YOUR_DOMAINDC=com

Advanced filter expression (optional)

The aetsut fiter expression Is "a{objectCiEss=Computer)”. You can overrid tus by entering 3 fiter expression here. For xample: *(&{pyjectCategony=Computer)obieciCizss=Computer) {CN="J =0 )|, which would find 2 computer ohjects 3t start with eltner 5" or

Inventory refresh interval
‘ 1 haur ~ |

Power state refresh interval
‘ Manual only

v

Power stats is determined by SCanTng pOrtS WSS By FEMONE ViEwers

[ Offer desktops from this center

[T] Assign rogue users to deskiops from this center (requires Agent)
[ Initialize newly-discovered deskiops as "unavailable”

[ Continuously apply any Auto-Tags

[[] Resolve addresses in this center using short hostnames

Notes

$ 1 B KB ¢ i 2 KBRINB&Y K § B i
fe K20 X @ yBONB

f R NBLIS BMTIK AlyK S K5Sdzal OG A @S 54 NB O
2 zNBS Ty #K S& WGV BOUN 24 dzo NB1SNI | &

SO0G2NE &SFNDK adl NI LRAYyGO®
7.0 81 9S8 (G KSFANSEYREA ViAGY 30 K S AINH{AR@BI dzt & O £ dzS& |

y
(S 22dNJ | OGABBSS2 BRIBEHNK 2A8 B ENEA &1 & 6
GA2Yy . NRB1SNJAYLRNISR FNBY G(KS ! '
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LEOSTREAM(®

Signed in as Administrator Import Desktop  Import Range of Deskiops

Dashboards

Setup /

M Actions Name & Assigned User Availability
Configuration [ Al " ] [AII v] Al ]
| Control | Edit | View | Log | Status | AP! kdg-win10 Al
|:| Control | Edit | View | Log | Status | AP kdg-win? Available
] Control | Edit | View | Log | Status | API | Upgrade mhg-wini0-oobe
Unavailable
Unreachable
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LEOSTREAM®

Signed in as Administrator Create Pool  Refresh  View as List

Dashboards
Actions Name Total In Use Available
Setup
Edit All Desktops 127 Yes 126
Edit All Linux Desktops 66 No 66
Edit Karen's Linux VMs 19 Yes 19
Edit All Windows Desktops 46 No 45

Fla F2ttft2gay

3. 9Y G SN G KDKFIING OO SINKRATI A O& =
FASNI F2NJ GKAA LIR2f

a bl YBYdzyAljdzS ARSYA

b. { dzo & S22 ¢2pFS LI NBy (i LI2 2 f RSENRIYZ LBK AF@KNJ ({i2K ARRNILER 2 |
c. 5STAYy SAARREY Ti2 N dz2 52 ¥ K& & RSaa9 (i2Adar yFR NI G KA & LI
4. . 1 aSR2 @BX SOWNAYRMGLI SY (1 SNJ G KS OKIF NI} OUBCRINA G A O&
SEF YLX Sz 5 $a¢MdzNA M 8HS K328 A RERRIgY YSydzz (GKS
T2ft2Ay3 ThAANDES5 ORRGREHABNS [ RIST Ay S8R 21fa | 3 dzo a
All Desktops LJ22f | YR REDIMEREIFAEY I I 2 Ay R26€a 2 LISNI (A
Pool Definition
Subset of pool
[NIDeslctops v]
Define pool using
[ Deskiop atiributes v]
Deskiop attribute Conditional Valug
[Operaling system v] [is equal fo v] [Windows {any version) v]
[ ) ~J J
[ - “J J
[ - I J
[ [AGd rows] v]

() The desktops must match any of the attribute rules (OR)
@ The deskiops must match all of the attribute rules (AND)

[] Assaciate all user notifications with assigned user

5./t §0®S
' FOGSNI 82dz FTAYAAK t2PADNSHE yRA 8 DdANS 41212 t RES BIKEODKe 2F |

O2YLIRSAONA LI A2 W RTLIILRDEIVAE Yy A SEO0KL (A BNREEFFEOKE2Y . NP
| RY AV AG (i Dldvki R 817
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3. { ONRf f ( RISINAtRIAZOKA Sy (i / 23/STORIBNG 20602 YA Y (KOS T2t 2 ¢
@ Teradici PColP Client Configuration :

Alternate port for remote viewer port check
| 4172

4, 9YVGSNI GKSOKMSA SIB/NITIG SA VL2 NI F2 NINSIWBER FA SHSNI LR
5./t 088 ar @S (KS FT2N¥O

C2NJ Y2NB AYyF2NN¥IFGA2Yy 2y o0 O HABIOAIF B A ff F4AWR QKRR 2 &S N
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Create Protocol Plan [~}

Flan name

@

@ Leostream Connect and Thin Clients Writing to Leostream API

RDP and RemoteFX Priority: [ Do not use V]
HP RGS Priority: [ Do not use e ]
Teradici PCoIP Soft Client Priority: [ 1 “ ]

Command line parameters
[ —hard-hest {PCOIP_HOST 1} —quit-after-disconnect ]

a KAYAa G YO 21y 503 QAR vzl dzy OKSa G(GKS t/ 2L
PIYdzR RR § A Y FARSHE ROY SKSNIRS T dzAf G O £ dzS &l
4 7\ 2 ~

GKBSY2308 22 y Gl NS AN 2RI 1L R Ay fineSyiideRBaNA/ Y=

N u
- hard -host LJ N} Y S { SN

t az2Fael NB Of ASyld R2Sa yz2i0 I O@SLJil 2dzaliSNS O N
1 02 L2 @S yLazdzMBO &® KalSE (SERIGRA WihER) RASTZILAIN 2@y &
® K-Squit - after -disconnect LJF N} YSGSNJ F2NDSa (KS t
L GA2y RA&AO2yySOilad ¢KAA LI

a102 L0 ¢KSKSBIF ANBDS A @5 |
yiz GKS /2yyS0OiAzy . N

FGA2Y [/ FNRXI 6KAOK Of 2

t 26SNJ /2y 0UNRE tflya
NI O2y i NRf LI I yR{RITONNMS yo Klah (UIA SYNI2
S

2dzi 2F GKS RSa(1dG2L) 2NJ gKSy @K a
Y B/YV2YUTKASBzNG 2 8Nl { By BBt aK26y Ay (K

t2968S
f 2323
K2 ¢

LEOSTREAM(®

Signed in as Administrator Create Power Control Plan

Dashboards

Actions Name & In Use Disconnect Action Logout Action
Setup Al ~
Edit Default Yes Do not change power state Do not change power state
Edit Reboot on Logout No Do not change power state Shutdown and Start Immediately
2 rows

Pools

Protocol Plans
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LEOSTREAM®
Signed in as Administrator Create Release Plan
Dashboards Actions Name & In Use Unverified User State Release on Disconnect
Setup All v
Edit Default Yas Logout No
Configuration
Edit Disconnect on Idle MNo Logout No
Pools 2rows
Protocol Plans
Power Control Plans
Release Plans
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Create Release Plan

Flan name

When User Disconnects from Desktop

o 3

[ after 1 hour ~ ]

Release to pool:

Forced logout:

URL to call

When User Logs Out of Desktop

Release to pool: [ Immediately e ]

URL to call

When Connection is Closed A/
[When User Logs Out W v]

This section of the plan sxscsesTihen no Leosiream Agent s Insialied or communicating on the remote deskiop

Execute actions for:

When Desktop is Idle

Lock desktop: [ Mo w ]
Disconnect: [ No v ]
Logout: [ Mo v]
When Desktop is First Assigned

Release to pool: [ Mo ‘/ kv ]
Release if user does not log in: [ Mo v]

"When Desktop /s Released” actions wil nod be invoked

When Desktop is Released
[] Log user out of the desktop
[] Delete virtual machine from disk

Enter a descriptive name. Refer to this
name when assigning thidan to pools.

To model a persistent desktop, ensure

J/ that the desktop is not released when the

user disconnects or logs out.

If a Leostream Agent is not installed on
the remote desktop, the Connection
Broker cannot distinguish when the user
disconnect®r logs out of their desktop. If
the user logs in using Leostream Connet
the client sends a Connection Close eve
and you can determine if the Disconnect
or Log out portion of the release plan
should be executed.

You can perform actions on the desgto
FFGSN) GKS dza SNna &
selected elapsed time. In addition, you
Oy Y2yAid2NI §KS RS
ensure that any processes the user is
running come to completion before you
forcefully log them out.

You can release a desktop baalits pool
after a specified elapsed time since the
desktop was initially assigned to the use
After the desktop is released, if the user
remains logged in, the Connection Broke
considers them to beogue.

To avoid rogue users, forcefully log out
the user when the desktop is released to
its pool.

Select this option to have the Connectior
Broker completely delete the VM from

disk as soon as the desktop is released 1
its pool. The Connection Broker deletes
tKS +ta 2yteé AT GKS
thl- G a asStsSoia GKS
060S RSESGSR FTNBY RA
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LEOSTREAM(®

Signed in as Administrator

Create Policy \

Dashboards

L2t AOASEaZ

0 /S

Fa FT2tt2g0a

FT2f{t26Ay3 TAIdNB

Desktop Pools (Offer Count)

All Desktops (1)
RemoteApp Server (1), Karen's Linux VMs (1), Karen's Windows VMs (1)
RemoteApp Server (1)

S Fa it irOB REHIOFONS tAR/R AliaKSdza
LN L SENaE DA Sy a8 E

Actions Name &
S Al v
Edit | Duplicate Default
Edit | Duplicate Multiple Resources
Pools
Edit | Duplicate RemoteApp
Protocol Plans 3rows
Power Control Plans
Release Plans
Printer Plans
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When User is Assigned to Desktop

[] Revert the deskiop to its most-recent snapshot
[] Confirm desktop's current power state

2] Power on stopped or suspended deskiops

[] Log out any rogue users (also applies when reconnecting to assigned desktop)

[ [E] Enable single sign-on to deskiop console (DCV, VNC, PColP, and HTMLS, only) ]

[] Prevent user from manually releasing deskiop
[] Adjust time zone to match client (Leostream Connect and HP SAM, only)
[C] Enable collaboration and session shadowing {NoMachine MX, HP RGS and Mechdyne TGX, only)

["] view only shadowing, not interactive (NeMachine NX, only)
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Signed in as Administrator
Dashboards Authentication
Actions Server Name Domain Name Active Default Role Default Policy Position
Setup Al v] [An v] [An v]
Configuration Edit DEV devleostream.net Yes User Default 2
Edit LEOSTREAM leostream.net Yes User Default 1
Pools
2 rows

Protocol Plans

Power Control Plans

Release Plans

Printer Plans

Policies

Locations

Roles

Assignments
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Edit Assignments for Authentication Server "LEOSTREAM™

Domain name
leostream.net

C)

Assigning User Role and Policy
In this section you can set up rules to assign Users to Roles and Policies based on their group membership. Optionally use the Order column to re-order the rows

Order Group Client Location User Role User Policy

[ ] { [any group] ] [ Leostream Connect \/] — [ User v] & [ Multiple Resources v}
[2 ] {[any group] ] + [AII v] — [User v] & [Remole}i\pp v]
[3 ]{ V] + [AII \/] — [User v]& [Default v}
[4 ]{ ] + [AII v] — [User v]& [Default \/}
[5 ]{ ] + [AII \/] — [User \/]& [Default \/}
[ [Add rows] v}
Default Role

[ User v}

Users will be assigned fo this role if they do nof mafch an assignment rule.

Default Policy
[ Default v }

Usars will be assigned fo this policy i they don mafch an assignment ruls.

[ Query for Active Directory Group information
Vou must save this form far this sefing fo take fect

. @ RSTFrdz (X (KS$l i QlyssEs O & 06 KraNeNBNEEDISYWS y dz 12 @G KS  dza SN
memberOf I (i { N 16 @ZiisSPEB/0 (i 2 NB ©
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LEOSTREAM®

Signed in as Administrator Create User Test Login \

Dashboards

Actions Name & Login Name
Setup [AII v] [AII v]
Configuration O Edit | Sign out | Test login Administrator admin

Desktops
Images

Ly [(2€3BA yF 20NSva 0 K I G 2 LIS y2aFs  (SKy/SH Sdxdd SiNKBESS N0 I 8YRSK B R y S I K

LF &2dz FNB Fff2Ay3 GKS dzaASNI (2 53ISBNREISYKSA NI
Y Sy dzd

' 55 CRKSI SN Of A S RNERIZNGH/T YO di 2@ NSy NA Of A BKE 50t A

RNRIRPgY YSydzdp ,2dz ONBI $/52 yi KSABN] 2 OBNAPe L T2 ye 2AldK
y2i dzaAy3 (120 GA2yax asSt SoOi

{ SENBIF GAY EAY2/08KEA2YEA2Y . NPF SINERRY X NBE Ny €2 NI I
Ot ASyid t20ldA2yaao

LT &2dz K @S lye OtASyidia t2FI RIRSHIWidr2( 22881 $0§ y§
g2dz ¢l ylh G2 GSad GKAA dzaSNI £233Ay3 Ay FTNRBYO®

/ f woAS aiKS / 2y ySOGAZY NE | SNESSPERK $ & NIi B 8 dzZNHzdzK ¢
LINB&aSyida F2NBBENXLI SY

30


https://www.leostream.com/hubfs/documentation/leostream-9-administrators-guide.pdf

Test Results

User name: |aberie (Laura Aberie)
Autheniication server: Test authentication server
RADIUS suthentication server: disabled

Domain: Leostrasm

Chent

Chrome/48.0 (Web Browser) st 172.20.220.35
(This clientis in this location- All)

Looking up user "laberle (Laura Aberie)™:

This user's "memberOf attribute:
‘CN=Domain Users, CN=Users, DC=leostream.DC=net

Trying to match with Authentication Server Assignment rule: (edit)
1: "memberOf exactly matches [any group]. location "All" — matched

User will have Role "Administrator” and Policy "Example Policy™.
User's role provides access to Web Client, only.
Policy: Example Policy (=dit)

Hard-Assigned Desktops

Protocol plan for hard-assigned deskiops: Default (show detsils)
No hard-gssigned desktops found.

Pool "vSphere Windows Pool" (edit)
Including pool for sl users.,
Protocol plan for desktops in this pook: Microsoft RDP (show details)
Locking for one deskiop
Policy settings for this pool:
- backup pool: All Desktops
- follow-me mode
- do not allow users to restart offerad deskiops
- offer powered-on desktops without & running Leostream Agent
- if not running, power on the deskiop
- do not favor previously-assigned deskiops
- may offer desktops with pending reboot job
- do not confirm desktop power state
- power on stopped desktops
- do not log out rogue users
- do not attempt single sign-on into desktop console session
- aliow manual release
- Power control plan: Test 1
- when user disconnects. do not change power state
- when user logs out, immediately shutdown and Start
- when deskiop is released, do not change power state
- when desktop is idle, do not change power state
- Release plan: Default
- handle unverfied user state as logout
- do not releass on disconnect
- do not log user out on disconnect
- when user logs out, release immedistely
- do not lock desktop if idie
- do not disconnect user if desktop is idle
- do not log user out if desktop is idle
- do not relesse sfter initial assignment
- do not release if user does not log in

Leostream Agent check failed.
Actual login will try backup poal "All Desktops".

Assignments from XenApp Services Site
Not configured for this policy.

Offering one desktop and zero applications with this palicy.

in authentication server "Test suthentication server” «— found user (show Active Directory stiributes)

Q¢ QX
o

w»

{70 total, 70 in servics, 70 policy fitered, 70 pool filtered, 70 avsilable, 18 running, 18 with an IP sddress)
kalg-win10 — connecting vis RDP (show) — available, running, Leostream Agent v&.2.1.0, wil offer as: "dg-win10"
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Edit Client "pcoip-portal-0030040e4714"

Nameg
pcoip-portal-0030040e4774 l

@

Configuration
["] Configure this client for use with this Connection Broker

[] Display this client's name with the login prompt

®

Assignment

Deskiop assignment mode:

| Hard-assigned to specific desktop

Assigned deskiop [ /
| [v]

[] Direct connect client to desktop

Apply policy eptions from: | Select ... ~ |

4. { St SO0 GKS RSalid2L) &82dz ¢ I!yala AlRy S FR BEREDY V(23S § KZDPa
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Assignment

Desktop assignment mode:

| Hard-assigned to specific desktop N

Assigned desktop

|Iinux64.leoslream.net | s |

[ Direct connect client to desktop

Apply policy options from: | PColP Workstations e |
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LEOSTREAM(®)

Signed in as Administrator

Dashboards

Setup

Name & Type
Configuration All ~ ] [I‘CuIP ~ ]
O Edit} Reset pceip-portal-0030040e47i4 PColP
O Edit} Reset peoip-portal-0030040e4854-Bill-test PColP

Desktops 2 rows
PColP Host Devices

Printers
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Collaborations
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Primary/Master Host Device
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Client Binding
Bind two clients together in a master-slave relationship to provide quad-monitor support with single sign-on

Select slave client:

| =None, this is a stand-alone client= v |
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