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Overview

TheConnection Broker is a managentdayer, not a proxy solution. Thereforthe displayprotocol
does nottravel through the Connection Broker. Ftternal access to desktops, the Connection
Brokerusesyour existng hardwarebasedSSL VPN de, allowing you to provide secure access to
traveling users without needing to qualify another SSL VPN solution.

. 2dz Oy |fa2 dzaS GKS [S2adNBFrY DIGSégle (2 ddzyyS
remote desktop. See thieeostream Gateway Guider more information.

How SSL VPNs work

AnSSL VPN performs two functions:
1 Authentication
1 Encryption of dataas it passes over the Intern&t N2 Y (i Ke@nputsk 8 t&xarporate
network.

Authentication

Users typically access SSL VPN using ai\browse. Their Vb browser recognizes the SSL
certificate in the SSL VPN server as being valid and containicgriieetaddress.The addition of
Leostream taan existing SSL VPN does not change the security model.

¢KS {{[ =+tb Ydzaid LI aa (§KS dzaSNQRa dzaASNYyIlIYS I yR L
the user to have single sigm to the broker Thisinformation transfer can be problematic if tH&SL

VRNs authenticates against a staatbne Rdius server, rather than against RDAP server such as

Microsoft Active Director@ In addition if the SSL VPiquires only theusername and

cryptographic key, the SSL VPNmatrpass sufficieninformation for sngle sigron.

The sinplest solution is for the SSLNB first authenticate againshe radius server, and then to
authorize against the Connection Broker. Tater step passsthe user credentials to the
Connection Broker.

Networking and Encryption

SSL VPNs break tlstandard model of networking.h&y take data packets from the corporate
YySUg2N] = 2N ( Kafd sdadl thewdasrosOe2chnhddsiorbelsthblished at the application
level. To do sahey act as a form of advanced reverse prdnghS dza S NXQ &theO 2 Y LJdzii S NJ
networking layer thinks it is talking to a device on the local netwairkorporate endthe

corporate computers also think they are talking to a local device.

The key element of mSSL VPN is a virtual network adaptdre adaptoappears to the operating
system as a normal network adaptbut instead sends it to an application. This application could
be an SSL VPN application that encrypts the data and sends it across a pipe to another SSL VPN
application that sends it to anotheirtual network adapter so it reappears.


https://www.leostream.com/hubfs/documentation/Leostream_Gateway_9_0_guide.pdf
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In the simplestcasgl KS Yy SiGé2 N 6 A0 KA Wridge#ngh thizdpeiaeé net@@Ky Ldzi S NJ
but this requires both networki be within the same subnetoF example assumehe user has an

IP address of 72.29.229.151 and the server they asdking to has an IP addresslaf2.29.229.23.

It does allow LAN broadcasts (required by services such as Windows NetBIOS file sharing and

network neighborhood browsing).

The other option isouting, K S NB (i soSiputizdisN&RE subnet, with an address of
192.168.2.151, and the corporate network is on another subnet 172.29.229.xxx with a server at
172.29.229.151. This is more efficient because only traffic destined for the remote system passes
over the SSL VPMaypted tunnel, but it requires routes to be setup that link each subnet.
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remote network.
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After the SSL VPN sets aipetwork connectionthe Leostream Connedlientcan be run on the
dza SNXQa Otherusddzaslalinch dbhnection from the Leostream Web client.

Juniper Networks®SL VPN Setup

The LeostreanConnection Broker integrategith the JunipeMNetworks® SSL VPN providing users
with secure access to their resources from outside the corporate netv@wkfiguring your Juniper
Networks SSL VPN and Connection Broker to work together consists of thenglgteps.

1. Configure the Juniper Networks SSL VPN administrator interface to include the following:

a. User Roles to enable access to the Resource Profiles defined for the Leostream
Connection Broker.

If your users log in from client devices runningediéht operating systems, such as
Windows or Macintosh, you will need different roles for each user.

b. Web Application Resource Profiles defined for the Leostream Connection Broker.
The type of Web Application Resource Profile you create depends on theftype
connections your users are establishing.

N>
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policies to allow connection(s) to backend resources and provide singlersign
the Connection Broker.

2. Build Connection Bker protocol plans for users who connect via the Juniper Networks SSL
VPN.

AN Juniper Networks and Leostream use common terms such as Roles and Policies, but these
terms relate to different concepts in the two products.
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The following sections describeds$e steps in more detail. For complete instructions on working
with the Juniper Networks Secure Access administrator interface, sefdimenistration Guide
available from the Juniper Networks Web site.

? The Juniper device does not inform the ConnecBooker when the user logs out or
disconnects from their remote desktdg. Ay @2 1S | OGA2ya alLISOAFASR Ay |
logging in via a Juniper SSL VPN, you must install a Leostream Agent on the remote desktop.

Configuring Juniper Networks Rele

The first step in integrating Leostream and Juniper Networks is to create Juniper Networks Roles
and map these Roles to users via the Juniper Networks User Realms. After creating Roles, you
create Resource Profiles for your Connection Broker and assige Resource Profiles to these
Roles.

The number of Juniper Networks Roles you need, and their configuration, depends on what viewing
clients are used to launch connections and on the number of different viewing clients you need to
support. If all usersise the same set of viewing clients, you can use one Role. If you have users
logging in from client devices running different operating systems, such as Microsoft Windows and
Apple Macintosh, and you want to use different viewing clients for each opemsstgm, you need

two Roles.

Building a General Role for Leostream
You create a general Role for your Leostream Connection Broker, as follows.

1. Selectthe Users > User Roles > New User Roknu from the leftside of your Juniper
Networks device Central dhager.

2. IntheNameedit field, provide a descriptive name for this role.

3. Optionally, enter a description for this role in tBescriptionedit field, for example:

Raoles =

New Role

Mame: Leostream -Windows

Description! |This role is assigned to users
logging into the Juniper dewvice
from Microsoft Internet Explorer

4. After a user logs into the Juniper Networks device, the default start page typitaiipys a
fAad 2F o0221YFNJa F2NJ GKS dzaSNRa 2FFSNBR wSa
Leostream Connection Broker. You can, instead, automatically log the user into the
Connection Broker after they log into the Juniper Networks device byralieg the
default start page. To automatically log the user into Leostream, ensure thatltigptions
check box in th@©ptionssection is selected if you want to owvede the default start page
associated with all User Roles
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5. Inthe Access featuresectian, select theWebcheck box to provide access to your
Leostream Connection Broker, as shown in the following figure

Access features

Check the festures to enable for this user role, and specify any role-based options, Note that features disabled here may be granted by other roles assigned to the user,

@) ————

[ Files, windows

[ Files, UNIX/NFS

[J secure application Manager
O windows version Note: ©n Windows Mobile, WSAM functionality is delivered via Junos Pulse
O Java version

[ Telnet/sSH

[] Terminal Services

[ virtual Desktops

[ meetings

[ Email client

[ metwork Connect
@ Network Connect
O unos Pulse

[ 1kEv2

6. ClickSave Changest the bottom of the formto finish creating the new role

To have this role go to the Connection Bro&agn Inpage instead of displaying a bookmark for the
Connection Broker, modified the General Ul Options, as descrildexb@anding Roles to Bypass the
Connection Broker Bookmark

Additional Role configuration may be necagsdepending on the type of viewing clients your users
launch. The following sections can be combined to build Roles that allow users to launch a variety
of client types.

9 To configure the Role to allow users to connect to desktop using a Java RDRedient,
Expanding the Role for Java RDP Clients

9 To configure the Role to usénlaunchterm.cgi to launch Microsoft RDP connections to
desktops, se&xpanding the Role to usenkdunchterm.cgi for RDEonnections

Expanding the Role for Java RDP Clients
Users that log into the Juniper Networks device from client devices running a Linux or Macintosh
operating system need to use a Java RDP client to launch connections to deSkpganiper
Networkswinlaunchterm.cgi script does not support these operating systems.
To create a Role:

1. Create a Role using the procedure describe@anfiguring Juniper Networks Rales

2. Any Resourc®olicies associated with this role must include a Java Access Control Policy.
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After the Role is complete, create a Web Resource Profile for your Connection Broker (see
Configuring Resource Policies

Expanding the Role to use winlaunchterm.cgi for RD&hnections

For users logging in from a Windows client, you can build a Role that usemidechterm
command to launch RDP connections. To create the Role:

1. Create a Role using the general procediescribed irConfiguring Juniper Networks Rales

2. In this Role, click on th8eneraltab.
3. IntheGeneratab, click on theDverviewtab.

4. |ntheAccess featuresection, select th&erminal Servicesheckbox. Your role now has
two check boxes selected, as shown in the following figure

Access features

Check the features to enable for this user role, and specify any role-based options. Mote that faatures disabled here may be granted by other roles assigned to the user,

@wer) +————

[J Files, windows
[ Files, UNIX/NFS
[] secure application Manager
O windows version Mote: ©n Windows Mobile, WSAM functionality is delivered via Junos Pulse

O Java version

[ Telnet/SSH

¥ Terminal Services

[ virtual Desktops

[] meetings

[ Email client

[l Metwork Connect
@ Network Connect

O Junos Pulse
[ 1KEw2

5. ClickSave Changeat the bottom of the form
6. Within this role, g to the Terminal Servicesb.
7. IntheTerminal Servicegb, go to the Optionstab.

8. Select thelUsercan add sessiongption, as shown in the following figure.
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Terminal Services

Citrix client delivery method

Citriz client URL is not yet specified.

= Download from Citrix web site
Users will be directed to download the Citrix client fromn the Citrix web site,
To effectively enable this option, you must add Web Access Control and Caching Policies

URL:
The client download URL may change from time to time. We strongly recommend that you ensure

this URL is up-to-date,
or users may face problems downloading the client.

() Download from the IVE

Thiz file is used across all roles, Uploading a new file will update all roles that use the embedded option,

Browse.. ‘ersion: Example: 8,0,24737,0
() Download from a URL

If the client is not a .cab file, vou rust add Web Access Control and Caching Policies

URL: Yersion:

Optons

—\---"-bu User can add sessions

Users can define their own Terminal Services sessions,

[] Enable Remote Desktop Launcher

9. ClickSave Changes

10. In order to usewinlaunchterm.cgi to establish RDP connections, you must create the
following Resource Policies and assign them to this Role.

1 Web Rewriting Policg If you do not create a Web Rewriting Policy, clicking on the
Connectlink for a desktop after logging into Leostream produces no results.

1 Terminal Services Access Control Palifyyou do not create a Terminal Services Access
Control Policy, clickingonnectlink for a desktop after logging into Leostream launches
the RDP connection to the desktop, but the connection fails.

This role is appropriate for any client device that laurccR®Ronnections using the Juniper
Networkswinlaunchterm  command, called from a Leostream protocol plan or directly by the
Juniper Networks device.

After the Role is complete, create a Web Resource Profile for your Connection Broker. See
Configuring Resource Policies more information.

Expanding Roles to Bypass the Connection Broker Bookmark

If your users log into the Juniper Networks device to access only the Leostream Connection Broker,
you canconfigure their Juniper Networks Role to skip the Bookmarks page and, instead, directly log
the user into Leostream.

To configure a Role to log directly into the Connection Broker:

1. From the Central Manager menus, seltéw Users > User Roles
2. From the list of Roles, click the name of the role that will log users into Leostream.

3. Ly (i K Géneratdbfciian thaJl Optionstab.
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4. Scroll down to theStart pagesection.
5. Select theCustom pageption.

6. IntheStart page URLenter the URL to youtonnection Broker, including the port number,
as shown, for example, in the following figure.

Startpage
The start page determines where a user starts after signing in,

() Bookmarks page

Welcome message: Welcome to the

Portal Name: Secure Access S5L VPN
() Meetings page
(*) Custom page

Start page URL: |hitps//172.29.229.211:443 Exarnple: http:/fwww, domain. comy

Also allow access to directories below this url
7. Select theAlso allow access to directories below this wption.
8. ClickSave Changes

Defining Role Mappings

Use Role Mappings within your User Realmss&ign the correct Role to users, based on the type
of client they use. For example, the following procedure creates a rule that assigns a user logging in
using a Safari Web browser to theostream 1 Macrole.

1. Selectthe User Realms > Users > Role Magpinenu from the leftside of your Juniper
Networks device Central Manager.

2. ClickNew Rule

3. From theRule based omrop-down menu, selecCustom ExpressionS€ustom Expressions
allow you to define rules that filter users based on their Web browser type.

4. ClickUpdatenext to theRule based oxdrop-down menu.

5. In theNameedit field, provide a unique name for this Role Mapping Rule, for example,
Leostream 1 Mac.

6. If you do not already have a custom expression that filters by Web browser type, click
Expressinsinthewdzf SY LF dzaSNJ KI & | y & setibn. Qtfiebvises Odza G 2
skip to step 7.

a. IntheExpressiongab of theServer Catalog for Productiatialog that opens,
enter a name for the new custom expression in Nemeedit field.

b. IntheExpessionsedit field, enter the following string to distinguish Safari Web

10
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browsers. To distinguish other types of Web browsers, modify your custom
expression, accordingly.

userAgent=  "*AppleWebKit
For example:
) Production Server Catalog - Mozilla Firefox |;||E|g|
ps:[{10.29.3.254/dana-admin/authfserverDict. cgi btd
for Production
Attributes Groups Expressions
Marne: Expressions Dictionary
Mac ¥ Prebuilt Expressions 2
Expression: » Your Expr

ussrigsnt = ' FAppleWebEic| P Logical Operate
Logical Operators

¥ Mariables

certattr, | C e
certattr, altMame. | directoryName v

certattr serialMumber

certDM

certDM, <subject-attr=

certDNText

v v v v v v v

|4

Add Expression ] [ Close ] certlssuerDN

Done &

c. ClickAdd Expression
d. ClickCloseto return to the form for creating the new Rule.
7. From theAvailable Expressionsst, select your custom expression.
8. ClickAdd->next to theAvailable Expressiorisst.
9. From theAvailable Roleéist in the...then assign these rolesection, select the relto
associated with this expression. In this example, because the custom expression is filtering
on the Safari Web browser, theeostream i Mac Role is selected.

10. ClickAdd->.

11. If a user assigned to a role by this rule should not be assigned to anyrolaeselect the
Stop processing rules when this rule matchegtion.

12. ClickSave Changes

The rules in the Role Mapping table are processed frondmpn. If you have multiple Rules for

11
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users logging into Leostream, place the most restrictive Rulefbtistwed by roles with decreasing
restrictions.

For example, in the following figure, the first rule assignsLifmstream i Macrole based on the
custom expression created in the previous procedure. Users logging in from a Safari Web browser

satisfy ths Rule. All other users fall through the first Rule and satisfy the second Rule, thereby being
assigned to théeostream 1 Windows Role.

Users

Role Mapping

Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to sign in.

[ Mew Rule... H Duplicate ][ Delete ] E] E] Save Changes

» ‘When users meet these conditions assign these roles Rule Mame Stop

11 matches expression "Mac" Leostream - Mac Leostream
- Mac

Iz username is "*" Leostream - Windows Leostream

Windows

Configuring Connection Brokéfeb Resource Profiles in Juniper
Networks

Leostream integrates with Juniper Networka Web Resource Profielhefollowing procedure
creates a Resource Profile that can be used for the following connection types:

i Standard Microsoft RDP client connections created by the Juniper Networks

winlaunchterm  script. This option uses thRiniperSSL VPNection of the Leostream
Connection Broker protocol plan.

1 Java RDP client connections created by a URL defined in the ConnectionTBriskeption
uses theExternal Viewersection of the Leostream Connection Broker protocol plan.

To create a @Gstom Resource Profile for Leostream:

1. Selecthe Users > Resource Profiles > Walenu from the leftside of your Juniper
Networks device Central Manager.

2. ClickNew Profile

3. From theTypelist, selectCustom

4. Enter a name into th&lameedit field.

5. Optionally enter a description into thBescriptionedit field.

6. Enter your Connection Broker URL into Beese URE&dit field. Ensure that you include the
port number, for example:

12
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https://broker_address.mycompany.com:443

7. Ensure that the autgolicy for Wéo Access Control is enabled. Your form appears similar to
the following figure.

Web Application Resource Profiles =

New Web Application Resource Profile

Type: * Custarn b
Mame: ™ Leostream - Custam
Description:
Base URL: * https:/f172.29.229.211:443
Autopolicies: Autopalicies are resource policies that correspond to

you must enter a fully qualified darnain narme in you

Show ALL autopolicy types »» ]

Autopolicy: Web Access Control

Use this autopalicy to control access to web servers and URLs.

(Dame ) (2 ()

Resource Action
Examplas:
http i/f*. domain. com/public/*
Allow (v https i fwww, domain, com: 4437
[ https://172.29.220.211: 443/%  Allow

8. If you plan to use Java RDP clients for connections, turn on thepalitty for Java Access
Control, as follows.

a. Click theShow ALL autopolicy types ¥witton

b. Check theAutopolicy: Java Access Contagtion. The section expands, as shown
in the following figure.

Autopolicy: Java Access Control

Use this autopolicy to specify the servers and ports to which java applets connect. You may also use this autopolicy to enable re-signing using
code-signing certificates.

(wme ) [+ (3]

Resource Action
Allow socket access
[ 172.29.229.211:443 allow socket access

[“I sign applets with uploaded code-signing certificatels)
c. Inthe edit field below thdResourcegable header, enter the following text.
*:3389

If you establish RDP connections on a-standard RDP port, changa89 to your
specific port number.

13
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d. Leave the default selection éflow socket accesis the Actiondrop-down menu.
e. ClickAdd.

f. By default, the Juniper Networks device resigns Java applets usingsmsett
certificate. To have the Juniper Networks deviesign the Java applet with an
uploaded certificate, select th8ign applets with uploaded codsigning
certificates Consult the Juniper Networks documentation for more information on
uploading and using coeggning certificates.

The Java access cauitpolicy should appear similar to the following figure.

Autopolicy: Java Access Control

Use thiz autopolicy to specify the servers and ports to which java applets connect.

oo
Resource Action

Allow socket access %
[0 172.20.220.211:443 Allow socket access
[ *=:3380 Allow socket access

[sign applets with uploaded code-signing certificate(s)

9. LT @&2dz olyld (GKS WdzyALISNI bSig2N]a RSHAOS G2 L
Broker, providing single sigom from the Juniper Networks device to the Connection Broker
I YR ( K @souzes éhkbie thSingle Sigron auto-policy. See€Configuring Single Sign
On to Leostreanfor instructions.

10. ClickSave and Continue
11. To assign Roles to this Resource Profile:

a. IntheRolegab that opensselect theRoleto which this Resource Profile applies.
Ensure that the Role is configured correctly based on what type of RDP connection
is being established.

b. ClickAdd->.
c. ClickSave Changes

The Juniper Networks device automatically generates &imaok for the Resource Profile that
points to the Leostream Connection Brol&gn Inpage. You can opt to not display this bookmark
to the Leostream user and, instead, automatically openSign Inpage after the user logs into the
Juniper Networks devic SeeExpanding Roles to Bypass the Connection Broker BooKarark
instructions.

Users assigned to this type of Resource Profile should have Connection Broker policies that use
protocol plans set to eithethe Juniper SSL VRN External Viewemption. SeeConfiguring

14
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Protocol Plans in the Connection Brokarinformation on configuring Connection Broker protocol
plans.

Assigning the Connection Broker Reseuto the Juniper
Networks Role

After you create and save Resource Profiles, you can add or modify the Roles associated with those
Resource Profiles using tRelestab. To access and use tRelesTab.

1. Selecthe Users > Resource Profiles > Welenu fran the leftside of your Juniper
Networks device Central Manager.

2. Click on the name of the Resource Profile in the list.

3. Go to theRolestab.

4. To add a Role:
a. Select your Connection Broker role in theailable Rolegist.
b. ClickAdd ->.

5. Toremove a Role
a. Select your Connection Broker role in tBelected Rolebst.
b. ClickRemove

6. ClickSave Changes
Configuring Resource Policies

Configuring a Web Rewriting Policy

By default, the SSL VPN dynamically rewrites the Connection Broker URL. To avo&htlis, cr
Selective Rewrite Web Resource Policy that instructs the Juniper Networks Secure Access device to
not rewrite the Connection Broker URL, as follows.

1. Selecthe Users > Resource Policies > Wabnu from the leftside of your Juniper
Networks device&Central Manager

2. If the Rewritingtab is not displayed on thé/eb Access Policigmge, click th&€€ustomize
button located to the right of the tabs. In tHéustomize Viewdialog that opens, shown in
the following figure:

1. Click theAll pagedink.

15
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2. ClickOK You should notice a number of tabs appear on the form.

Customize View
Select the types of web policy pages to display.

Select: All pages! | Common pages

~
Access

Web ACL (required)
SAML ACL
Ss0
Basic Auth/NTLM
Form POST

Headers/Cookies
[ canm

. Click theRewritingtab.

. Click theSelective Rewritingab.

. ClickNew Policy

. Create a new Selective Rewrite policy, as follows:

1. Enter a name for the policy in thiéameedit field, for exarple,5 2 yRewrite-
LeostreamCBResponse

2. IntheResourceéist, enter the hostname or IP address for your SSL VPN outside
the firewall. This isot the Connection Broker IP address; it is the external URL of
the Juniper Networks device that the users geaot to.

For example: https://sslvpn.yourcompany.com/*
3. IntheRolessection, select your Leostream Role from thailable roledist.
4. ClickAdd->to move the Role into th&elected roledist.

5. IntheActionssection, seleck 2 y Qi  NB & NR (1e6t toQeggt ivébysenvEr wS R A

6. ClickSave Change&/our configuration should look similar to the following figure.

16
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Web Rewriting Policies >
Dont-Rewrite-Leostream-CB-Response

Detailed Rules = Customize...

* Name: DOI"It'RE!WritEE'LE!OStrE!EII'T'I'CB'RE!SF Required: Label to reference this policy.
Description:

Resources

Specify the resources for which this policy applies, ene per line. In order for your resource comparisoens to work effectively, you must enter a
fully qualified domain name in your resource.

=3 |y . - . . a.| Examples:
Resources: |https://sslvpn.yourcompany.com:4 = domain.com/public/*
v in.com:443/*
10.10.10.10/255.255.255.0: 80,443/ public/*
10.10.10.10/24:8000-3000/ %

[i] ] | [i]

Roles
() Policy applies to ALL roles
(® Policy applies to SELECTED roles
() Policy applies to all roles OTHER THAN those selected below
Available roles: Selected roles:
ActiveSync Add Leostream
Core Access Only
Full Access
Remave
Uplons
Users
Action

() Rewrite content (auto-detect content type)
(O Rewrite content as...
HTML [+
(* Don't rewrite content: Redirect to target web server
() Don't rewrite content: Do not redirect to target web server
(O Use Detailed Rules (see Detailed Rules page)

Save changes?

’ Save Changes H Save as Copy

17
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The Juniper Networks device applies Resource Policies from top to bottom. After creating the
new Rewriting Policy, ensure that you movehbuge the default Initial Rewrite Policy, as shown
in the following figure.

Eesource Policies >

Web Rewriting Policies
| SSO || Caching | Java | Rewriting | Launch JSAM | Protocol || Encoding | 5= CUsioniza

Selective Rewriting Passthrough Proxy Custom Headers ActiveX Parameter Rewriting Rewriting Filters

Show policies that apply to: ERLEIES M |

[ New Policy... ” Duplicate H Delete... J[ +* J[ L4 ]

» Policies Action Resources Applies to role
D 1. Dont-Rewrite-Leostream- CB-Response Don't https://ssivpn.yourcompany.com:443/* Leostream
Rewrite
{with
redirect)
[ 2. Initial Rewrite Policy Rewrite *:¥/* All roles

Alvays rewrite.

Setting up a Terminal Services Access Control Policy

By default, the SSL VPN blocks access to Remote Desktop/Terminal Server (3389/tcp). If your
initiate an RDP connection ugithewinlaunchterm  command, you must define a Terminal
Services Access Control Policy, as follows.

1. Select thdJsers > Resource Policies > Terminal Services > Access Qoatwolfrom the
left-side of your Juniper Networks device Central Manager

2. ClickNew Policy
3. Enter a name for the policy in tiéameedit field.
4. Optionally provide a description for the new Resource Policy ibgsriptionfield.

5. In theResourcesection, enter the following text to allow access to port 3389.

*:3389
6. In theRolessection, select your Leostream Role from th&iilableroleslist.
7. ClickAdd->to move the Role into th&elected roledist.
8. In theActionsection, selecAllow access
9. ClickSave Changes

Your configuration should look similar to the following figur
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Terminal Services Policies >

Leostream TS ACL

General

* Name:

Description:

Resources

* Resources:

Roles

Action

Sawve changes?

Leostream TS ACL Reguired: Label to reference this policy

Specify the resources for which this policy applies. one per line.

() Policy applies to ALL roles
(%) Policy applies to SELECTED roles
(O Policy applies to all roles OTHER THAM those selected below

Available roles: Selected roles:
ActiveSync Add > Leostream
Core Access Only
Full Access

Remove
Unions

Users

(® Allow access
() Deny access
() Use Detailed Rules (see Detailed Rules page)

’ Save Changes ] [ Save as Copy ]

Configuring Single Sigbn to Leostream

hLiAz2ylftes @2dz Oty SylLoftS +y | R@FyOSR
Connection Broker. With single sign enabled, the user is automatically logged into the
Connection Broker aniteir offered resources.

To enable single sigmn:

1. Selecthe Resource Profiles > Weahenu from the leftside of your Juniper Networks

device Central Manager

2. Click on the name of the Web Application Resource Profile to edit.

3. Click theShow ALL autopey types >>Jbutton.

LRt AOS
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10.

SelectAutopolicy: Single Sigonoption.
Select the radio button foRemote SSO

Select thePOST the following dataption.

In the Resourceedit field, enter the URL for your Connection Broker.

In the Post URledit field, ente the URL to your Connection Broker Sign in page, for

example:

https://leostream

Ensure that thédeny direct logon for this resourcand Allow multiple POSTSs to this

- cb.yourcompany.com:443/index.pl

resourceoptions are not selected.

In the table of posparameters, enter the following information:

Label Name Value User modifiable?
user user <USERNAME> Not modifiable
password password <PASSWORD> | Not modifiable
__save __save Sign In Not modifiable
_DATA _FIELDS| DATA FIELDS password,user Not modifiable
_FORM_SUBMI _FORM_SUBMIT 1 Not modifiable

a Please note the single Wan@doubled W wrderscors used in the exampleand that

the value forcUSERNAMEand<PASSWORDmust include the less than and greater than
signs Allfields are case serisie.

The Leostream Connection Broker Web Resource Profile form looks similar to the following

figure.
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11. ClickSave Changes

“You can use th8end the following data as request headetspass additional information
about the client to the ConnectioBroker. The information appears in the HTTP head string, which
you can view if you edit the client in the Connection Broker. You can use the HTTP header string to
create client locations, for example.

Configuring Protocol Plans in the Connection Broker

Thefollowing sections describe how to create Connection Broker protocol plans to use in
conjunction with a Juniper Networks device. After you create the protocol plan, associated it with
pools in the policies assigned to your users that log in remotely.

Laurching Connections using winlaunchterm.cgi and Microsoft RDP

You can configure @onnection Brokeprotocol planthat sends a Terminal Services requesthe
Juniper Networks device. Use this protocol plan with Juniper Network Web Resource Profile
configued to usewinlaunchterm.cgi (seeCreating Custom Resource Profiles for Microsoft RDP
andJava RDP Connectigns

The following procedure configures a protocol plan that usersaihunchterm.cgi command
to launch the Microsoft RDP client.

1. Open theEdit Protocol Plapage for the protocol plan to assign to the desktops for users
who log in through the SSL VPN.
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