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Overview

The Leostream Agent provides the Connection Broker with insight into the connection status of remote users to their
desktops. Although installing the Leostream Agent is optional, it is an essential part of the Connection Broker product.
In addition, the agent is required to use the Leostream USB redirection and multi-monitor support.

The Leostream Agent supports Microsoft® Windows NT® operating systems after, but not including, Windows NT 4.0.
Supported operating systems include:

Windows® 2000
Windows XP

Windows Server® 2003
Windows Vista®
Windows Server 2008

lLeostream does not currently provide a Linux® version of the Leostream Agent. If you are managing Linux
machines, do not install the Leostream Agent.

Why Do | Need the Leostream Agent?

The Connection Broker requires the Leostream Agent in order to perform certain policy logic on your desktops,
including distinguishing between disconnect and logoffs, enforcing USB redirection settings, and enabling extended
multi-monitor support.

When installed on a desktop, the Leostream Agent communicates with the Connection Broker to provide information
about the following:

When a user logs in

When a user disconnects

When a user logs off

Information about the processes running on the desktop
USB device passthrough

Application and dialog placement for split-monitors support

Leostream recommends that you install the Leostream Agent on every virtual and physical machine managed by your
Connection Broker. If you are using VMware Workstation or Server, install the Leostream Agent on the physical host
machine, as well, in order to control the power state of the virtual machines.

If you are using blades that support the Teradici™ PC-over-IP® (PColP) technology, you must install the single sign-on
feature in the Leostream Agent, in order to perform single sign-on (see _Single Sign-On).

If you do not install the Leostream Agent, you cannot perform any of the following actions:

e Use single sign-on with blades that support the PColP technology.
Distinguish between user log-out or disconnect. This restriction limits your control over virtual machine
assignment.

e Use USB passthrough, except with remote viewer protocols that provide their own USB passthrough solution.
Provide split-monitor support for clients connected to multiple monitors.

Providing USB Passthrough Support

The Leostream Agent is required if you plan to connect to the remote desktop using Leostream Connect and the
Leostream USB passthrough feature. Ensure that you install the USB over IP component during the Leostream Agent
installation.
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A Do not install the Leostream Agent's USB component if you have another USB over IP solution installed on the
desktop, for example, the HP® RGS solution. If two USB solutions are installed side-by-side, you may not be able to
predict which solution is managing the USB devices. In addition, in some cases, the Leostream Agent will not start if a
conflicting USB solution is installed.

Working with Hypervisors

The Connection Broker natively manages virtual machines in VMware ESX/ESXi and Citrix XenServer. To manage
virtual machines on any other hypervisor, for example Microsoft Hyper-V, install the Leostream Agent on the VMs. The
Connection Broker manages these virtual machines using the Uncategorized center. See the “Uncategorized
Desktops” section of the Connection Broker Administrator’s Guide for more information.

,You cannot power control virtual machines registered from other hypervisors.

What's New in this Release

Version 4.2.x is the current version of the Leostream Agent.

New multiple display support provides true multi-monitor support for clients connected to any number of
monitors. Applications position and maximize intelligently. Works in conjunction with Connection Broker
monitor layout groups.

Updated version of OpenSSL to v0.9.8k. The Leostream Agent can now use SSL to communicate with the
Connection Broker.

Enhanced single sign-on.

Leostream Agent start menu name has changed. Upgrading to 2.3 replaces the Leostream Agent menu with a
general Leostream menu.

Enhanced discovery of Connection Broker address to include DNS Suffix Search List, if one is configured.

USB drivers are now signed, enabling automatic updates of the Leostream Connect client from the
Connection Broker when the drivers are installed

Installation

See the Leostream Installation Guide for details on installing the Leostream Agent.
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Multiple Display Support

Leostream Agent 4.2 enables multiple display support when used with Connection Broker 6.0 monitor layouts. See the
Connection Broker Administrator’s Guide for a description of monitor layouts.

Multiple display support is available for clients that are attached to multiple monitors with the following characteristics.

All monitors are arranged horizontally.

The primary monitor is the left-most monitor.

All monitors in the layout have the same resolution.
There are between 2 and 16 monitors.

If a client adheres to these requirements and is part of a monitor layout group, and the remote desktop is running
Leostream Agent 4.2, your end user experiences true multi-monitor behavior when they log into their remote session.
The remote session can be invoked with any remote viewer protocol, including RDP, ICA, HP RGS, etc.

The Leostream multiple display support allows end users to do the following:

Split or span remote desktop connections over multiple monitors.
Restrict the taskbar to the primary monitor

Center the Windows login and logout dialogs, along with most message boxes, in the middle of the primary
monitor.

Maximize application windows intuitively. For example, if the user places the majority of an application
window within one monitor, maximizing the windows fills that monitor. If, on the other hand, the window is
resized to cover a large percentage of two monitors, maximizing the windows fills both monitors.

Position and resize application windows dragged between monitors, based on the size of the new monitor

Return to single monitor mode if the extra monitors are disconnected from the client

To enable the multiple display support, install the Leostream Agent with the Enable multiple display support component,
as shown in the following figure.

e Setup - Leostream Windows Agent E”E|E|

Select Additional Tasks
“which additianal tasks should be performed? ~

Select the additional tasks pou would ke Setup to perform while installing Leostream
‘windaws Agent. then click Mext,

Enable multiple display support

[ Enable USB aver IP (may requirs reboat)
Enable Local Single sign-on [e.g. PColP]

[ ¢Back [ New> | [ cCancel |

If you want to correctly position Windows login and logout dialogs, you must also install the Local Single sign-on
component, as shown in the previous figure.

See the Leostream Multiple Display Support document for more information on configuring monitor layout groups and
using the Leostream multiple display support feature.
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Supporting Single Sign-On for Teradici® PC-over-IP™

Leostream Connect and the Leostream Agent natively support single sign-on by passing the user’s credentials to the
remote viewer protocol. For remote viewers that sign on directly to the machine’s console, for example, in clients that
support the Teradici™ PC-over-IP® (PColP) technology, you must install the Leostream Agent single sign-on feature.

To install the Leostream Agent single sign-on feature, select the Enable Local Single sign-on (e.g. PColP) component
during the Leostream Agent installation, as shown in the following figure.

1 Setup - Leostream Windows Agent

Select Additional Tasks
‘Which additional tasks should be performed? i d

Select the additional tasks pou would ike Setup to perfarm while instaling Leostream
‘Wwindows Agent, then click Mexst

Enable multiple display support
[[] Enable USB over IF (may require reboot]

([ Enable Lacal Single sign-on (s.g. PLolP) )

[ < Back H Mest > l[ Cancel ]

With the single sign-on feature installed, the Leostream Agent performs GINA chaining, passing the user’s credentials
on to the standard winlogin GINA. The Leostream Agent does not support any other customized GINA.

A If you are using any other single sign-on solution, for example, the HP® RGS GINA, do not install the Leostream
single sign-on feature.

The Leostream Agent does not support single sign-on for PColP devices running a Microsoft® Vista® operating
system.

Using SSL

The Leostream Agent can communicate using SSL connections.

Incoming SSL Communication

To enable SSL communication from the Connection Broker to the Leostream Agent:
1. Open the Leostream Agent Control Panel dialog.
2. Go to the Options tab
3. Select the Enable SSL option

4. Enter a value for the Port to listen on edit field, as shown in the following figure.
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&) Leoatream Windowa dgen AER|

Status  Options | Vitusl Machines | About |

Leostream Windows Agent

[¥ Enable S5L

Port to listen an: 8080

Leastream Cornection Broker

I Obtain Connection Broker address automatically

Address Part

[17220.229.65 [ 80 Test

¥ Enable Logaing

Seftings ViewAgent Log | View Sign 0n Lg|

1] ‘ Cancel ‘ Apply ‘

When the Enable SSL flag is set, the Leostream Agent expects all incoming commands on the incoming port to be in
SSL. The Agent ignores incoming commands that are not in SSL.

Outgoing SSL Communications

The Enable SSL flag in the Options tab does not apply to communications going from the Leostream Agent back to the
Connection Broker. The Leostream Agent attempts to pass SSL communications to the Connection Broker on the port
specified in the Connection Broker. If this port does not accept SSL communications, the Agent switches to using non-
SSL communications.

To configure SSL for communication from the Leostream Agent to the Connection Broker:

1.

2.

In the Connection Broker, go to the > Resources > Desktops page.
In the Bulk Actions column, check the box for each desktop to configure SSL communications from.

Select the Edit action from the drop-down menu at the top of the column. The Bulk Edit Desktop page opens,
shown in the following figure.

Edit three desktops 8)

Assignment

Availabilit

Leostream Agent

Port Use SSL

| &

[l Upagrade Agent to latest version

[ Cancel '

Enter the port number to use for communications from the Leostream Agent to the Connection Broker.

Select Yes from the Use SSL drop-down menu, to specify that communications must use SSL. In this case, the
Leostream Agent no longer falls back to non-SSL communications if it is unable to communicate with the
Connection Broker in SSL.
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Working with Microsoft® Windows® Firewalls

The Windows Firewall blocks incoming communication from the Connection Broker to the Leostream Agent. When the

Connection Broker cannot communicate with the Leostream Agent, even though it is able to receive communications
from the Leostream Agent, the Connection Broker marks the agent as Unreachable.

To avoid unreachable agents, when you install the Leostream Agent on a machine with an enabled Windows Firewall,
the Leostream Agent automatically adds itself to the Windows Firewall exception list. When the Leostream Agent
starts, it checks the LeostreamAgent.exe exception, as shown in the following figure.

"= Windows Firewall
General | Exceptions | Advanced
“windows Firewall iz blocking incoming network. connections, except far the

t work better but might increase your secutity risk.

Programs and Services:

programs and services selected below. &dding exceptions allows some programs

3

Name
File and Frinter Sharing

[ L estrzam USE Port
exe

M Hicrosalt Office Groove
Microsoft Office Onetote

Microgoft Office Outiaok

Metwork Diagrastics for Windows P
Femole Assistance

[ Remote Desktop

UPnP Framework

2 Safindries Medis Connect

l Add Program. .. ] [ Add Port... ] l Edit. ] l Delete

Display a notification when ‘windows Firewall blocks a program

‘what are the risks of allowing exceptions?

When you stop the Leostream Agent, the agent automatically deselects its exception.

Leostream Agents prior to version 4.1.46 do not automatically create exceptions for Windows Firewalls. If you are
running an older version of the Leostream Agent, you can manually create an exception by clicking the Add Program
button on the Exceptions tab of the Windows Firewall Control Panel, shown in the previous figure. The following dialog

opens.

Add a Program El

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to ssarch for one that is not listed.

Programs:

&8 Card tanager

) Client Simcuity Solution
n Control Panel

(3 Create Recoveary Media
43 CVSNT Password Agent
EasyEject Utiity

4 Evpress Labeler

Hriezila

LChange scope.

3 Fieelell &
=

Path: |C:\FruglamFlles\ThmkPad\EonnectUt\hl\es\A|[ Browse... ]

Click Browse to browse to the location of your LeostreamAgent.exe file. After you select the file, click OK.
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Leostream Agent User Interface

Opening the Leostream Agent User Interface

To open the Leostream Agent user Interface, double-click on the Leostream Agent icon in your machine’s Control
Panel.

For a 32-bit system, you can find the Leostream Agent icon in the machine’s Control Panel, as shown in the following
figure:

B Control Panel

File Edit View Favorites Tools  Help

€] 5] = ] /"= Search Folders ; (3 X 9

addres | Control Panel

& = D w V9 O

Accessibiity  Add Hardware Add or Administrative  Automatic Bluetooth
Options REMaY. . Tadls Updates Canfiguratior

Game IntelfR) GMA  Internet Java Keyboard Leostream
Windows
. Agent

N

Controllers  Driver for ... Options

For a 64-bit system, the Leostream Agent icon is located in the x86 Control Panel.

Status Tab

The Status tab, shown in the following figure, indicates if the Leostream Agent is running or stopped, and allows you to
toggle between these two states.

@ T

Status | ptions | Vitusl Machines | About |

E Leostieam 'Windows Agent is Running

Stop
OK ‘ Cancsl ‘ ‘

The Leostream Agent must be running in order for the Connection Broker to perform policy-based assignment control
on this desktop. To toggle the running state of the Leostream Agent:

e Click Stop to stop the Leostream Agent. The Leostream Agent prompts you for a confirmation. When the

Agent is stopped, the Status tab displays Leostream Windows Agent is Not Running.

e Click start to start the Leostream Agent. When the Leostream Agent is running, the Status tab displays
Leostream Windows Agent is Running and the Leostream icon rotates.

Options Tab

The Options tab, shown in the following figure, allows you to configure network and logging configurations.

10
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@ Leostream Windows Agent EHE\E‘
Status  OIptions | Vitusl Machines | About |

Leostream Windows Agent

Port to fisten on: 8080

Leostream Connection Broker

[~ Obtain Cornection Broker address sutomaticaly

Address Port

[17220.220.65 [ 80 Test
[¥ Enable Logging
Setings | iewAgentLog | View Sign O Log|
0K Cancel ‘ ‘

Enabling SSL

The Leostream Windows Agent section allows you to enable the Leostream Agent to accept SSL communications. See
SSL for more information.

Configuring the Connection Broker Address

The Leostream Connection Broker section allows you to specify the Connection Broker that communicates with this
Leostream Agent.

By default, the Obtain Connection Broker address automatically checkbox is selected. With this box selected, the
Leostream Agent looks for the following DNS SRV record.

_connection broker

See the Leostream Installation Guide for instructions on setting up this DNS SRV record.

You can hard-code the Connection Broker address into the Leostream Agent, as follows:

1.

2.

3.

4.

Uncheck the Obtain Connection Broker address automatically checkbox.
Enter the Connection Broker IP address or fully qualified domain name into the Address edit field.

Enter the port to use for communications with this Connection Broker in the Port edit field.

Click Apply.

To test if the DNS SRV record or entered Connection Broker address is valid, click the Test button. If the Leostream
Agent successfully communicates with the Connection Broker, the following dialog appears.

fi

J) Connection Broker responds.

oK

If the Agent cannot communicate with the broker, the following dialog appears.

Leostream Windows Agent

Unable ta communicate with the Cannection Broker. Error 10060, & connection atkempt Failed because the connected party did nat properly respond after a period of time, or established connection Failed
L)

because connected host has Failed ko respond.

1
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Logging

To enable Leostream Agent logging, select the Enable Logging checkbox. Ensure that you are maintaining logs before
you contact Leostream Support with any issues that involve the Leostream Agent.

Configuring Logging Settings

You can control logging options using the Trace Log Settings dialog. To open this dialog, click the Settings button in the
Enable Logging section. The following dialog opens.

Trace Log Settings &‘

Gieneral | Backup | |
Fie

Mame:  Leostream.log

Falder: ‘C YProgram FileshLeostreambgent' Browse.

Events tolog

Click this button t tum on and oif various St Everts
types of logging events

Carcel | Hep |

By default, log files are stored in the Leostream Agent installation directory. To store the files in a new location, enter
the full path name in the Folder edit field.

The information stored in the logs is determined by the selections in the Log Events dialog, shown in the following

figure.
Log Events E‘E‘
BAENOIS 0K
v arnings
v Infiarmation Cancel
e insock,
v Trace Select All
[Diagnostic
[ Dump Unselect Al

To open this dialog, click the Set Events button in the General tab of the Trace Log Settings dialog. To modify the list of
events, select the desired checkboxes and click OK.

Backing up the Logs

By default, the Leostream Agent maintains a single log file and continuously adds logs to that file. You can use the
Backup tab, shown in the following figure, to break the log into multiple files, based on the date or file size.

Trace Log Settings ﬁ‘

General  Backup 1 Backup Archive }

Frsquarcy
 Daiy

 Weekly
* Monthly TstDay -

 Urlimited file size:

" “when fle size reaches: E

Schedule

Backup Start Time: 1Z00FM ==

Mext Backup Date:  Monday, September 01, 2008

oK Cancel ‘ Help

12
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To change the backup schedule:
1. Select an option from the Frequency section.
2. Select a Backup Start Time in the Schedule section. The Next Backup Date text updates.
3. Click OK.

If you select any backup frequency except Unlimited file size, the Backup Archive tab enables. Use this tab, shown in
the following figure, to indicate how many backup files to retain.

Trace Log Settings g‘
General | Backup  Backup Archive |

Archive Size

& Unlimited - keep all backup files

" Limited - keep only recent backup files

=

oK Cancel ‘ Help ‘

e Unlimited — keep all backup files: Retains all backup files.

e Limited — keep only recent backup files: Deletes all but the last n backup files, where n is the number you enter
in the Number of backup files to keep field.

Backup files are stored with .bak extensions.
Viewing Logs
You can view the current Leostream Agent logs by clicking on one of the following two buttons.

e View Agent Log: Opens the file that contains the current log information, including information about general
Leostream Agent operation.

e View Sign-On Log: Opens the file that contains the current sign-on information. This button only appears if you
are using the Leostream Agent single-sign on component.

Virtual Machines Tab

The Virtual Machines tab, shown in the following figure, allows you to specify the path to your VMware and Microsoft
Virtual Server virtual machines. These fields are enabled only if you have installed the respective product.

@ Leostream Windows Agent gli‘@

Status | Options  Vitual Machines ]Abnut |

Folders
Specify folder for Y ware virtual machines:

Ok Cancel

13
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The Connection Broker can manage virtual machines in Microsoft Virtual Server, VMware GSX, VMware Server, or

VMware Workstation, by importing these machines into a center. To manage these machines, enter the full path to the
directory where the virtual machines for these servers reside.

IConnection Broker versions 5.2 and higher do not support the Virtual Machines tab in the Leostream Agent. To
manage virtual machines from one of the above virtualization platforms in these Connection Broker versions, install

the Leostream Agent on each virtual machine. The virtual machines appear in the Connection Broker Uncategorized
center.

About Tab

The About tab, shown in the following figure, provides information about your Leostream Agent installation.

eostream Windows Agen
@ Leost Windows Agent (=]
Status | ptions | Vitual Machines §Abaut !
Leostream Windows Agent [Mersion 4.2 55.0)
2 Copyright © 2002-2003, Lenstream Corporation
{ Leostream ‘w'eb Links
i Home Page
o Contact Information
= Product Suppert/S uggestions
wv
oK | cancel | |

Click on any of the provided links to navigate to the following pages of the Leostream Web site.

e Leostream Home Page
e Contact Information
e  Product Support / Suggestions

14
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