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Required VMware® vCenter Server Privileges

The Leostream™ Connection Broker requires specific VMware® vCenter Server (VirtualCenter) privileges in

order to perform various actions, such as starting and stopping VMs or provisioning virtual machines from

templates. In order to ensure that your Connection Broker functions properly, you must provide the Connection

Broker with the credentials for a vCenter Server account that is assigned the required privileges.

The Connection Broker uses the vCenter Server account you specify when creating the center, as shown in the

following figure.

Create Center

Type

Vitware VirtualCenter2  »

If you change the type please wait for the form te repaint.
Mame

vCenter

Server [P address
168.10.22.135
Usernarme
LeostreamlUser

Password

LI L LT Y ]

If you create your vCenter Server center using an account that does not have all the correct privileges, you will

not be able to perform all Connection Broker actions.

Required vCenter Server Privileges

The following table lists all privileges that the Connection Broker uses.

Control Action Within All Privileges
Power On > Virtual Machine > Interaction > Power On
Power Off > Virtual Machine > Interaction > Power Off
Shutdown > Virtual Machine > Interaction > Power Off
Suspend > Virtual Machine > Interaction > Suspend
Resume > Virtual Machine > Interaction > Power On

> Virtual Machine > Interaction > Power On

Reboot > Virtual Machine > Interaction > Power Off

Revert to snapshot | > Virtual Machine > State > Revert To Snapshot

> Virtual Machine > Provisioning > Deploy Template

> Virtual Machine > Inventory > Create

Provisioning > Resource > Assign Virtual Machine To Resource Pool

> Virtual Machine > Provisioning > Read Customization Specifications
> Virtual Machine > Provisioning > Customize

The only three default vCenter Server roles that contain all these privileges are:
e Administrator

e Virtual Machine Administrator
e Resource Pool Administrator
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If you do not want to use one of the default roles, you can create your own role that contains the privileges
listed in the previous table. After you create your role, add permission at the Virtual Machines & Templates
level that assigns this role to the user associated with your Connection Broker center.

Please, refer to “Chapter 17: Managing Users, Groups, Permissions, and Roles” in the Basic System
Administration guide for ESX and vCenter Server for information on creating roles out of privileges, and using
permissions to assign these roles to users.

The remainder of this document describes these vCenter Server permissions, and the actions related to these
privileges.

Creating Resource Centers from vCenter Server

By default, vCenter Server assigns a No Access permission to all users except the default administrator. With
this permission, you cannot log into vCenter Server and, therefore, cannot import virtual machines from vCenter
Server into the Connection Broker.

In order to import virtual machines from vCenter Server into the Connection Broker, your vCenter Server
permissions must, at least, assign a Read-Only role for the virtual machines in vCenter Server. This role
assigns the following privileges:

. System.Anonymous
. System.Read
L] System.View

The Connection Broker imports every virtual machine for which you have a Read-Only role. For example, if you
are assigned the Read-Only role at the vCenter Server Inventory’s Virtual Machines & Templates level, the
Connection Broker imports all virtual machines. If you are assigned the Read-Only role on a VM-by-VM basis,
the Connection Broker imports only the VMs your assigned.

If your permission is set to Read-Only, you cannot power control the VMs or perform any provisioning.

Controlling Virtual Machines

In order to start, stop, suspend, resume, or reboot virtual machines, you must be assigned a role with the
privileges listed in the following table. If you attempt to perform a control action that you are not privileged to
perform, the > System > Logs page contain the listed error message.

Control . -
Action Required Privilege Error message
. . . Start : P OnVM Task d
Power On | > Virtual Machine > Interaction > Power On faiederror OWerLnviE _task comman
. . . P Off failed: P i i t
Power Off | > Virtual Machine > Interaction > Power Off ower aree ermission o
perform this operation was denied.
. . . Shutd failed: P i i t
Shutdown | > Virtual Machine > Interaction > Power Off utcown taiie ermission to
perform this operation was denied.
. . . Unable t d: Failed t
Suspend > Virtual Machine > Interaction > Suspend neb-e to suspen ared to
suspend VM.
. . . Unable t : P OnVM Task
Resume > Virtual Machine > Interaction > Power On nab-e Lo resume: rowerbnii tas
command failed.
> Virtual Machine > Interaction > Power On | The log contains the message for Power On or
Reboot > Virtual Machine > Interaction > Power Off Fn?s\Z?r:gOﬂ’ depending on which privilege is
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The following default vCenter Server roles contain the privileges required to power control virtual machines.

Administrator

Virtual Machine Administrator
Virtual Machine Power User
Virtual Machine User
Resource Pool Administrator

If you are creating a new role, ensure that the privileges shown in the following figure are selected.

(% Edit Role X

Mame

Enter Mame: |LeostreamUser

Privileges

Make changes to the effective privileges allowed in this role by enabling or
disabling checkboxes below,

= &l Privileges A

+- [ Glabal
+- [ Falder
+- [ Datacenter
+-[] Datastore
+- [ metwork
+- [ Host
- virtual Maching
= Irventary
Create
O remove
O Mawe
- Interaction
Power On
Power OFF
Suspend

O Answer Questian
[ conscle Interaction
O Device Connectian w

Description: Al Privileges

Help [a]4 | Cancel

Reverting to a Virtual Machine Snapshot

If any of your policies select the Revert to snapshot option in the any of the Power control drop-down menus,
you must be assigned a role with the following privilege:

> Virtual Machine > State > Revert To Snapshot

If this privilege is not turned on, the machine will not revert back to its snapshot; and the > System > Logs
page displays the following message:

Revert failed: Permission to perform this operation was denied

The following default vCenter Server roles contain the privilege required to revert virtual machines to a

snapshot.
e Administrator
e Virtual Machine Administrator
e Virtual Machine Power User
e Resource Pool Administrator
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If you are creating a new role, ensure that the privilege shown in the following figure is selected. The State
node is inside the > All Privileges > Virtual Machine tree note.

i Edit Role X]

Mame

Enter Mame: |Leostrealeser

Privileges

Make changes to the effective privileges allowed in this role by enabling or
disabling checkboxes belaw,

[ Cevice Connectian Py
[0 Cenfigure C0 Media
[0 Configure Floppy Media
[ Taals Instal
[ Cefragment All Disks
+-[] Configuration

- Skate
[] Create Snapshot

C [#] Revert To Snapshok

[ Rremove Snapshat
[ rename Snapshat
] Provisioning
Custarmize
O cClore
[ create Template Fram virkual Machine
Dieploy Template
O dlane Template
[ Mark As Template
O Mark As Yirtual Machine
Read Customization Specifications w

Description:  All Privileges

Help (a4 Cancel

Provisioning

If any of your pools use vCenter Server templates to provision new virtual machines, you must be assigned a
role with the following privileges.

> Virtual Machine > Provisioning > Deploy Template
> Virtual Machine > Inventory > Create
> Resource > Assign Virtual Machine To Resource Pool

In addition, if you are using s guest OS customization file, your role must also contain the following permissions.

> Virtual Machine > Provisioning > Read Customization Specifications
> Virtual Machine > Provisioning > Customize

If your role does not contain the > Virtual Machine > Provisioning > Read Customization Specifications
privilege, the Connection Broker will not display thee Guest OS Customization Specification File edit field in
the Provisioning section of the Edit Pool page.

The following default vCenter Server roles contain the privileges required to provision virtual machines.
e Administrator

e Virtual Machine Administrator
e Resource Pool Administrator
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If you are creating a new role, ensure that the privileges shown in the following figures are selected. The right-
hand figure begins with a continuation of the Provisioning privileges.

7 Edit Role |X| l| = Edit Role
— Name — Name
Enter Name: ILeostrealeser Enter Name: ILeostrealeser
— Privileges — Privileges
Make changes to the effective privileges allowed in this role by enabling or Make changes to the effective privileges allowed in this role by enabling or
disabling checkboxes belaw, disabling checkboxes belaw,
= [ &l Privileges A - O <lone Template A
7] Global 7l [ Mark As Template T
[ Folder [ Mark A Wirtual Machine
[ Datacenter C[¥] Read Customization Speciﬁcations__)
[ Diatastore = - ] Modify Customization Specification
[ Metwark [ Allow Disk Access
[ Hast - [O #llow Read-only Disk Access
= [#] virtual Machine [ Allows virbual Machine Davnload
b - O #hows virtual Machine Files Upload
B- esource
[ Assign Wirtual Machine To Resource PDDD
[ Apply Recammendation |
[ Create Poal T
[ Rrename Pool
[ Madify Paal
- [ Move Fool =
[ Remave Pacl
[ migrate
-] Create Template Pt Yirtual Machine [ Relocate
Dieploy Templake | [ Guery Wiation |
Description:  All Privileges Description:  All Privileges
Help | (a4 Cancel Help (a4 Cancel
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